
How to Manage and Mitigate
Ransomware Risk with LT Auditor+

A cybersecurity framework to assess, investigate and audit
Active Directory Infrastructure with LT Auditor+ to 
reduce ransomware risks.



2

ABSTRACT

According to the U.S. Government’s Cybersecurity and Infrastructure Security Agency 
(CISA): “Ransomware is an ever-evolving form of malware designed to encrypt files on a 
device, rendering any files and the systems that rely on them unusable. Malicious actors then 
demand ransom in exchange for decryption. Ransomware actors often target and threaten to 
sell or leak exfiltrated data or authentication information if the ransom is not paid.”

In terms of cyberattacks, despite wide-spread media attention to data breaches targeting 
well known organizations and enterprises such as Equifax, Target, Home Depot, JP Morgan, 
Capital One, and more, the rise of ransomware has become one of the most pervasive threats 
to organizations. 

Recent high profile ransomware attacks that made the press include ACER, City of Atlanta, 
CNA Insurance, Colonial Pipeline, JBS Foods, Kaseya, NBA, Steamship Authority of 
Massachusetts, the Washington DC Metropolitan Police Department, and many more.

According to Harvard Business Review, the amount companies paid to hackers grew by 
300% in 2021. The majority of ransomware is propagated through user-initiated actions 
such as clicking on a malicious link in a spam e-mail or visiting a malicious or compromised 
website. More advanced versions gain access using zero-day vulnerabilities on unpatched 
systems. After attackers gain access, they leverage PowerShell, Command line, WMI and 
other commands to conduct reconnaissance and identify accounts to take over. Privileges 
are gained by either taking over a privileged account or using tools to elevate privileges. This 
allows attackers to move within the network and gain access to valuable data.

This document provides a framework for using LT Auditor+ to continually assess, 
investigate, and audit an organization’s Active Directory infrastructure, reduce the IT 
network attack surface and mitigate ransomware risks. 
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RESOURCES

NISTIR 8374 Ransomware Risk Management: A Cybersecurity Frame 
work Profile 

NIST Special Publication (SP) 1800-26, Data Integrity: Detecting and 
Responding to Ransomware and Other Destructive Events - addresses 
how an organization can handle an attack when it occurs and what 
capabilities it needs to have in place to detect and respond to 
destructive events. 

NIST SP 1800-25, Data Integrity: Identifying and Protecting Assets 
Against Ransomware and Other Destructive Events addresses how 
an organization can work before an attack to identify its assets and 
potential vulnerabilities and remedy the discovered vulnerabilities to 
protect these assets. 

https://illinois.touro.edu/news/the-10-biggest-ransomware-attacks-
of-2021.php - TOURO COLLEGE ILLINOIS The 10 Biggest Ransomware 
Attacks of 2021

https://www.cisa.gov/stopransomware - CISA: STOP RANSOMWARE

https://hbr.org/2021/05/ransomware-attacks-are-spiking-is-your-
company-prepared

https://advisory.kpmg.us/articles/2021/ransomware-attack-risks.html - 
KPMG advisory on ransomware risks
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LT AUDITOR+ CYBERSECURITY FRAMEWORK

The LT Auditor+ Cybersecurity Framework consists of three main components or 
Functions: Assess, Investigate, and Audit.

These Functions are defined as:

 

Each of these Functions provides for a set of actions with LT Auditor+ to reduce the orga-
nizational risk of a ransomware attack. These actions are detailed below.

The LT Auditor+ Cybersecurity Framework functions of Assess, Investigate and Audit 
aligns with the NIST Cybersecurity Framework functions in the following fashion:

Assess  ->  Identify and Protect
Investigate      ->    Detect
Audit    ->     Repond and Recover

ASSESS Identify vulnerable settings or configurations 

INVESTIGATE Detect suspicious activity 

AUDIT Verify, validate and document activity and actions
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ASSESS

The Assess Function limits and contains the impact of ransomware attacks. This 
function hardens the Active Directory infrastructure by reducing the attack surface 
area, thus mitigating ransomware risk.  

A discussion of the pertinent actions follows:

Dormant Privileged Accounts 

Dormant Privileged Accounts can be exploited because: 

Privileged dormant accounts are coveted by ransomware attackers as these accounts 
have total access to the IT infrastructure of an organization and inflict maximum damage. 
These accounts must be disabled. 

LT Auditor+ Best Practice panels immediately identify privileged dormant accounts for 
remedial action.

   

Attackers use these forgotten accounts to perform unnoticed activities.

Threat actors often use past employee credentials to illegally access the 

network. 

Past employees can sell their credentials to bad actors or use them to snoop, 

remove or destroy sensitive and/or competitive information.
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ASSESS

Password age configuration vulnerability

Enforcing periodic password change is an extremely effective mechanism to reduce 
account take-over exploits. Windows allows for configuring special or service accounts 
with passwords that never expire to meet critical operational functions. This feature must 
only be used, when necessary since it creates increased vulnerability to brute force or 
password spraying attacks.  

LT Auditor+ Best Practice panels detect the use of these vulnerable settings on accounts 
other than the exempted accounts by using exclusion filters and presents them for 
remediation.
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ASSESS

Password reset privileges 

Ensuring that only authorized users have privileges to reset passwords is important and 
vital in reducing the attack surface area. Unauthorized resets of account passwords often 
lead to account takeovers. LT Auditor+ identifies users with password reset privileges 
and makes it easy to validate their authorization. 
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ASSESS

Grant group membership privileges

The ability to grant group membership poses significant risks if these rights have been 
granted to unauthorized individuals, particularly if the group has powerful privileges or 
has access to sensitive information. Checks to ensure that only authorized accounts 
are granted this privilege reduces ransomware risk within the environment. LT Auditor+ 
Best Practice Panels display all users with these privileges and make it easy to validate 
authorization. 

   

Excessive privileges for users, groups, OUs, and containers

A core tenet for hardening the Active Directory infrastructure is to follow the principle 
of least privileges. LT Auditor+ automatically lists, in plain English, all Active Directory 
objects that have been granted full rights or all access to specific Active Directory 
resources to quickly validate correct authorization. 
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ASSESS

Dormant accounts

Dormant or Stale user accounts are active accounts that have not logged onto the 
network for a relatively long period.

Dormant user accounts in Active Directory are a significant security risk since they are 
available to be used by an attacker or a former employee. These accounts also consume 
NTDS database space, clutter up the Directory and make investigation inefficient. 
Additionally, they degrade Active Directory health and performance. In a clear and 
concise manner, LT Auditor+ quickly identifies Dormant accounts to be disabled or 
deleted. The period of dormancy is configurable.

   

Accounts that have never been used

Just like Dormant accounts, Active user accounts that have never been used constitute 
a security risk since they are easy targets for an attacker or former employee. Such 
accounts should be disabled or deleted. 
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ASSESS

Privileged group membership

All memberships to powerful Active Directory groups must be authorized and validated 
as these privileges literally come with the ‘Keys to the Kingdom’. LT Auditor+ comes 
with a built-in, drill-down panel that lists all privileged group memberships for immediate 
detection, verification and validation.
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INVESTIGATE

The Investigate function provides evidence of suspicious activities, enabling timely 
discovery of a ransomware attack.

Privilege escalation - members added to powerful groups

Members of protected groups like ‘Domain Admins’, ‘Enterprise Admins’ and ‘Schema 
Admins’ have complete control of Active Directory resources in an organization. 
Memberships to these powerful groups must be closely monitored to ensure that 
privileges granted were properly authorized and are not malicious or accidental.              
LT Auditor+ detects changes to these powerful groups in real-time and quantifies this 
complex information in an easy-to-understand format.

 

  

Privileges granted to Active Directory objects

Privileges (DACL’s) granted to Active Directory objects are closely monitored to ensure 
that malicious actors are not escalating privileges to gain access and control.
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INVESTIGATE

Excessive logon failures

Large numbers of repeated failed logon attempts occurring within a configurable period 
many times is an indicator of compromise. A LT Auditor+ panel specifically analyzes all 
logon failures and provides critical information to:

 
Multiple logon failures across several user accounts within a given period should be im-
mediately investigated for a password spraying attack. This form of attack tries a pass-
word across multiple user accounts so as not to trigger lockouts. By using the LT Audi-
tor+ Failed Logons panel to investigate whether the failures are originating from a single 
node and determining if this node is the culprit of a password spraying attack allows the 
organization to take immediate and decisive measures to stop it.

Identify users and nodes where large numbers of failures are occurring.

Display trend lines over time to identify periods of time for deeper inspection.

Investigate security incidents and identify a pattern of attack.

Clearly explain and document reasons for logon failures.
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INVESTIGATE

Excessive account lockouts

Excessive account lockouts can be a sign of compromised credentials. LT Auditor+ 
aggregates all lockouts occurring over a selectable period of time. This data is presented 
in a series of drill-down visuals to facilitate urgent investigation of suspicious activity and 
identification of bad actors.
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INVESTIGATE

Suspicious patterns of logon failures

Multiple failed logins from a single user on different nodes or machines is an extreme-
ly suspicious pattern of activity that should be immediately investigated for a malware 
infection. This is the kind of situation where malware on an infected host machine is 
attempting to move laterally within an organization.

The Suspicious Failed Logons LT Auditor+ panel quantifies all failed logons of valid users 
that have attempted access to multiple nodes in the organization. Investigators regularly 
use this panel to quickly pinpoint machines to scan for malware.
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INVESTIGATE

Suspicious patterns of logon activity

Multiple successful logons from a single user on different nodes or machines is another 
extremely suspicious pattern of activity that warrants an immediate investigation for 
a malware infection. This is the kind of situation where malware on an infected host 
machine successfully gains a user’s credentials and is moving laterally within an 
organization.

The Suspicious Logons LT Auditor+ panel consolidates all successful logons to multiple 
nodes in the organization allowing investigators to quickly pinpoint machines that warrant 
immediate scanning for malware.
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INVESTIGATE

User rights assignments

User rights assignments are settings applied to the local devices on the network. They 
allow users to perform various system tasks, such as local logon, remote logon, backup, 
debug programs, impersonate a client etc. these rights are used to elevate privileges 
and need to be monitored by admins and security personnel to verify that there is no 
malicious activity.

   

Group policy delegations

Group Policy Delegations delegate rights. This is an important feature used by admins in 
their day-to-day operations. However, this feature is used by attackers to escalate their 
rights. Therefore, it is critical that these delegations be monitored continuously and veri-
fied to ensure that these assignments are not malicious or mistakenly assigned.
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AUDIT

The Audit Function provides a set of activities that document the process of 
verification, proof and documentation of user, network and application monitoring 
activity. This data is required to ensure activities do not compromise configurations 
and settings creating vulnerabilities that are exploitable by a ransomware attack. 

Privileged User activity

Privileged accounts consist of privileged and administrative accounts and these accounts 
have become the primary target for enterprise attacks. Privileged accounts have served 
as the root cause of some of the most significant cyber security breaches. Threat actors 
continue to breach the corporate perimeter through means such as phishing attacks, 
malware infected attachments, social media viruses, and other methods. Once inside, 
their primary goal is to infiltrate privileged accounts to gain access to additional servers, 
databases, and other high value systems. Auditing and monitoring privileged user activity 
is therefore critical to ensure that this activity is not malicious. 

LT Auditor+ Privileged Logons Panel provides the intelligence on privileged user activity 
to quickly determine whether the activity is malicious.
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AUDIT

Password changes to privileged and service accounts

Changes to passwords for privileged and service accounts must be audited to 
ensure this activity is not malicious and has been authorized. These accounts are 
used for administrative purposes as well, running various applications required within 
organizations making them a ripe target for attackers. 

LT Auditor+ monitors all changes to privileged and service user account passwords and 
presents them in a comprehensive, easy to understand manner.
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AUDIT

Group Policy changes

Active Directory Group Policies control the working environment of all Active Directory 
(AD) objects including users and computers. Group Policies define how different systems, 
users, and other AD objects interact with each other. Auditing changes to group policies 
is therefore vital for the following reasons:

 
The LT Auditor+ Group Policy Changes Panel is an intuitive, easy to understand, panel 
with drill-down capabilities making what is normally a laborious and time-consuming task 
of auditing all changes made to Group Policies into a sophisticated, time-saving, critical 
auditing activity.

Ensure minimal organization impact from hostile access or denial of resources. 

Policies applied comply with organizational security policies

Ensure that accounts are not mistakenly granted enhanced permissions making 

them susceptible to threat actors.
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AUDIT

Domain Controller Access

Domain controllers provide the physical storage for the Active Directory database, in 
addition to providing the services and data that allow enterprises to effectively manage 
their servers, workstations, users, and applications. Malicious users relish the prospect 
of gaining privileged access to a domain controller so that they can modify, corrupt, or 
destroy the Active Directory database and by extension, all the systems and accounts 
that are managed by Active Directory.

Because domain controllers can read from and write to anything in the Active Directory 
database, once a malicious user has gained access and compromised  a domain con-
troller your Active Directory Forest can never be considered trustworthy again unless you 
are able to recover using a verifiable good backup and rectify the gaps that allowed the 
compromise.

For these reasons, it is critical to audit all direct access such as remote desktop access 
(RDP) and interactive logons on the Domain Controller and validate authorized activity. LT 
Auditor+ provides detailed auditing of all activity on Domain Controllers.
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AUDIT

After-Hours activity

Reviewing authentications on the network outside of business hours is important to 
ensure this activity was authorized. Unauthorized activity is an indication of malware 
activity and must be investigated. LT Auditor+ has a specific report on after-hours activity 
designed to thoroughly research, investigate and validate evidence of authorized or 
malicious activity.
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AUDIT

MSP/Contractor activity

Contractors, managed service providers (MSP), consultants, suppliers, IT services pro-
viders are among the list of third parties who are provided access to an organization’s 
network. These entities typically connect remotely to service the organization. Several 
high-profile breaches over the past decade have demonstrated that vendor networks can 
be leveraged to gain access into customer environments. Increased risks include:  

Rigorous auditing of all third-party access across the network, with LT Auditor+, is vital to 
ensure early detection of unauthorized access. 

   

Introducing malware

Leaving credentials inadequately protected so that they may be intercepted 

and/or reused

Poorly restricted access, allowing for lateral movement 
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AUDIT

Installation of Applications and Services  

A primary vector used by attackers for embedding malware on the network is malware 
infected attachments in phishing emails. Upon the attachment being opened, a malicious 
application or service is installed that seeks out dormant privileged accounts, takes over 
existing accounts, moves laterally, elevates privileges, encrypts and destroys files and so 
on. Therefore, installation of all applications and services on the network must be audit-
ed to ensure they are authorized. When an organization is in the throes of a ransomware 
attack, time is of the essence. LT Auditor+ provides real-time alerting and detailed audit 
reports on all such activities for immediate investigation, validation, and verification.
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AUDIT

Creating instances of persistence via updates to Task Scheduler

Once adversaries have gained access to the network, they configure system settings to 
automatically execute a ransomware program during system boot or logon to maintain 
persistence or gain higher-level privileges on compromised systems. This is achieved by 
scheduling the execution of malware in the Windows Task Scheduler. The Windows Task 
Scheduler comes with all Windows operating systems. Attackers leverage this quick and 
easy way to activate ransomware at system boot or during logon.

LT Auditor+ audits all changes to the task scheduler and provides detailed audit reports 
for verification and validation. 

   

 

Ensure latest Windows patches are applied to domain controllers, servers and 
workstations

Unpatched systems are the most vulnerable systems to a ransomware attack. Patch 
management is a complex and tedious process to implement across the entire 
organization. Often, there is no validation that patches were successfully applied 
and vulnerabilities resolved. The LT Auditor+ Windows Updates Applied audit report 
provides auditors, admins and investigators proof and validation of which patches were 
successfully applied, when and by whom. 
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SUMMARY

In summary, IT Security auditing is key to reducing the attack surface area and network 
dwell time. Reducing the attack surface area and network dwell time is critical in 
managing and mitigating the risk of ransomware attacks. The Assess, Investigate and 
Audit Functions are imperative in hardening the IT Infrastructure and improving an 
organization’s cyber posture.

Manage and Mitigate Risk of Ransomware Attacks with LT Auditor+ by continuously:

To schedule a demo, or for more information:

Email: reduceransomwareattacks@bluelance.com
Tel: 713-255-4800

applying principles of least privilege;
  
performing cyber hygiene tasks such as remediating dormant accounts, passwords 
settings and excessive privileges;
 

revewing suspicious logon activity, privilege escalations and security patch updates.
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ABOUT BLUE LANCE

Blue Lance is a global provider of IT Security Audit and Compliance Automation 
Software. Headquartered in Houston, Texas, Blue Lance has been committed to 
corporate vitality and helping companies with the safekeeping of their digitally 
managed assets. 

Blue Lance’s IT Security Audit software enables confident oversight and 
validation of audit readiness for internal policies, industry or government 
regulations; and the safe keeping of confidential information, trade secrets, 
intellectual property, critical infrastructure, and other digitally-managed assets.
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bluelance.com

410 Pierce Street, Suite 300

Houston, TX 77062

info@bluelance.com

800. 856. 2583.
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