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Overview

This document covers the installation steps required for installing LT
Auditor+ agents on SLES (SUSE LINUX ENTERPRISE SERVER)
servers hosting OES to audit eDirectory and NSS file auditing. LT
Auditor+ supports OES, OES2015 and OES2018.

Prerequisites
e LT Auditor+ 2013 framework with Manager, Management Console
and Reporting Console must have been setup on a Windows server
to receive information from the LT Auditor+ SLES agents.
e Root access to the SLES servers to install the LT Auditor+ agents.

Download distributions
The following downloads are available based on the OES version

Download Filename OES version
LT_Auditor_SLES_Buildxxx.zip OES SP3 on SLES 10/SLES 11
LT_Auditor_ OES2015.zip OES 2015 on SLES 11 SP3
LT_Auditor_ OES2018.zip OES 2018 on SLES 12

Each of these distributions contain multiple RPM file distributions that can
be used on a SLES server based on your auditing requirement.
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Installation

Installation of the LT Auditor+ SUSE Linux requires the following
steps to be performed on the LT Auditor+ Manager.

1. Setup a Windows Share folder on the machine hosting the LT
Auditor+ Manager;

2. Installation of the LT Auditor+ SUSE Linux RPM package on the
SLES OES server;

3. Establish a connection with the LT Auditor+ SUSE agent and
the LT Auditor+ Manager;

4. Add the LT Auditor+ SUSE Linux agentinto a SUSE Linux
Agent Group onthe Manager to deploy the filter policies and
settings;

Set up the Windows Share Folder on the LT Auditor+ Manager.

A Windows Shared folder will be used to deploy all policies and
configurations for all SUSE Linux agents. The SUSE Linux agents
will also use this shared folder to transfer audit data to the LT
Auditor+ Manager. The steps outlined below detail how the Share
Folder setting can be setup.

1. Launch the LT Auditor+ Management Console.

2. Click on any Manager group

3. Right click on the pane

4. The options to change Name and IP Address and Shared
Folder appear as shown below.
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&-© Manager Group {’¥ Manager Group
Jobs
Authorized Users
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Managers

ge
2016std "
Change Name and IP Address.

oller Group
Member Server
Shared Folder Settings

SUSE o

£ & Audit SubSystems
eDirectory Auditing

{J) eDirectory Logon Auditing

) NSs File System Auditing

5. Click on the Share Folder Settings option to display the Shared Folder
Settings windows shown below:
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Shared Folder Settings X

Primary Manager : 2016std
—Shared Folder

Path |2016std_Linux '

—Primary User

Username 2016STD\Administrator
Password EEEEXEEEEXEXEXEEXXEX
Confirm Password kExERERERERRREX

| Secondary User

Username

Password

Confirm Password

oK Cancel Help

6. Enter the username prefixed with the domain name or
machine name

7. Enter password

8. Click OK to save.
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‘ NOTE

The “Share Folder” displayed in the Path will be created. This folder
will always have the name of the Manager machine concatenated
with ‘_Linux’ as the name.

If the Manager is in a domain, on clicking OK, LT Auditor+ will
assign the necessary permissions for the user specified. If the
Manager is not in a domain, and if the user entered does not exist,
the user will be created on the local machine and appropriate rights
will assigned to the shared folder.

Installation of LT Auditor+ Agent on SLES OES Server

Copy the desired RPM to the server and use the command shown
below to install the LT Auditor+ agent.

rom —ivh LTAuditor+x-x.x.x-0.x86_64.rom

After the installation of the rpm package, the /opt/bluelance folder is
created along with following sub folders:

e /opt/bluelance/config
e /opt/bluelance/bin
o /opt/bluelance/lib

o /opt/bluelance/log
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/opt/bluelance/inbox
/opt/bluelance/mnt
/opt/bluelance/temp
/opt/bluelance/outbox

Starting the Agent and establishing a connection with the LT
Auditor+ SUSE agent and the LT Auditor+ Manager

Note: When using LT Auditor+ to audit NSS File System, please
ensure that that the Novell auditing engine (Vigil) has been started.

To start LT Auditor+ agent/daemons, use the following command
/etc/init.d/Itaudit.rc start

When starting for the first time, The LT Auditor+ agents on SUSE
Linux will need to establish a connection to the LT Auditor+
Manager. To do so, the program will show up the following prompts:

1. Enter LT Auditor+ Windows Manager IP Address:<Please enter the IP
address of the LT Auditor+ Manager>

2. Enter LT Auditor+ Windows Manager Share Name: <Enter the name of the
share as discussed above e.g. ManageMachinename Linux>

3. Enter LT Auditor+ Windows Manager Domain Name: <Enter the Domain name
of the manager. If the manager is not in a domain enter the machine
name>

4. Enter Username to Access Windows Share: <Enter Username>

5. Enter Password for User:

If a connection was established successfully a mount point is created to the
LT Auditor+ Manager’s shared folder. The command /s /opt/bluelance/mnt
will display folders on the shared drive. If a connection was not made error

| Confidential and Proprietary Installing LT Auditor+ SLES OES Agents



BLUE LANLCE

are recorded in the file /opt/bluelance/log/ltstatus.log. The same folder
contains nssstatus.log and edirstatus.log that display status of NSS and
eDirectory auditing.

To view status of the LT Auditor+ daemons use the command
/etc/init.d/Itaudit.rc status
To stop the daemons use the command

/etc/init.d/ltaudit.rc stop
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Addthe LT Auditor+ SUSE Linux agentintoa SUSE OESLinux
Group on the Manager to deploy the appropriate filter policies
and settings

To Add Agents to SUSE OES Linux Group:

1. Right click on the SUSE OES Linux Group and click Add Agent
to display screen shown below:

Status Scan Date

3 @) SUSE OES Linux Group
= [4 Audit SubSystems
{d) eDirectory Auditing

+ ou| |
) |
Syslog Devices Group Browse... | |

{J) eDirectory Logon Auditing

() NSS File System Auditing |
ok | cancel Help ||

2. Click on the browse button to access the SLES agents that
have not been assigned as shown below:
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V.'ﬁ SUSE OES Linux ! Select Free Agents

-
T EN Topres [\W2016std\2016std_Linux

Agent Name Agent IP
linux-b81c 10.

Status
Machines . Never Checked

mEYoes2018

@ L

C

Cancel Help |

3. Select the agent(s) and click Finish.

4. Follow guidelines in the LT Auditor+ 2013: Configuration guide to
setup policies for eDirectory and NSS auditing that define the audit
data collected on SLES servers. After the policies have been setup,
they will be listed as shown:

er

Name Date Of Creation Filter Type | Filter Status | SubSystem
Default eDirectory Filter Statement 2/12/2018 2:20:25 PM Include Enabled eDirectory Auditing
Default eDirectory Logon Filter Statement  2/12/2018 2:20:31 PM Include Enabled eDirectory Logon Auditing
Default NSS File System Filter Statement  2/12/2018 2:20:43 PM Include Enabled NSS File System Auditing
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5. To successfully audit eDirectory the SLES agents would need to login

to eDirectory with admin credentials. To configure, right click on the
SUSE OES Linux Group and click LDAP Setting to bring up the
LDAP Setting window:

| LDAP Settings X

LDAP Settings

LDAP Server 10.0.0.3 |

eDirectory Tree IBLNEW

Port No. 636
Login Info
Username |cn=admin,o=b|ance - |

Password Itttt:t:t:x::

Confirm Password Ixx:xx::x::x:

Test Connection | OK I Cancel I Help |

6. Enter all information requested and test the connection. Port 636 is
used for a TLS connection and 389 is used for a non-TLS connection.

7. Click OK to save.

8. Information on how to generate reports on data collected for
eDirectory and NSS is available in the Configuration guide.
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