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Special Conventions

The following special icons are used in this document to alert the reader to important pieces of
information:

' Description

WARNING: Alerts the reader to a potential action, practice, or situation that can
result in major damage to data or the system. Damage is permanent and irreversible.
Results may be contrary to what is expected or intended.

% CAUTION: Alerts the reader to a potential action, practice, or situation that can
) result in minor damage to data or the system. Results may be contrary to what is
expected or intended.

NOTE: Extra or supplementary information that needs to be emphasized to the
NOTE . . . ;
reader. Can provide further context, instructions, or understanding

\ TIP: Useful tips or pointers that can help the reader while they are using the product
or this document.




SLUE LANCE

CHAPTER 1 - ABOUT THE DOCUMENT ....ccuiiiiuiiitteiiitensiiisnssisissssssissssssissssssssssssssssssssssnssssssnssssssnssssssnssssssnsssssanssssss 6
DOCUMENT PURPOSE.....cetttttiieeeeettettieteeeeetetatu e eeeeeeeetanaaaseeesssatsnesseeesssstanassseeesssssnnnssseeesssssnnnseseeensssssnnseeessessnnnnneesessennnn
DOCUMENT AUDIENCE
DOCUMENT SCOPE. ... teeeertttuieeeeerteenentaseeesersnensaseeessrsnnnsaeessssssnssnseeessssssnnsnsesesssssnnnsesesessssssnnseseeesssssnnnsesessssssnnnnsesessennnn
USING THIS DOCUMENT ...ttt eeitieeeetteeetttee e ettt eeette e ettt eesataeessaasassunsesasaneessanneesstnsasssnnssssnnsessnnsesssnnessssnesessnneesssnneessnneesees 7
DOCUMENT STRUCTURE ...tttttuueeeeererersuteeeeerersssneeesessssssssneseeessssssssseseesssssssnnsesessssssssnnaesessssssssnnsesessssssssseeesessssssnsneeessssssnes 7

TERIMIS ..ceeeiiiiieiiiitenieiienniitensisisessstssssssssssssssssssssssnssssssnssssssnssssssnssssssnsssssnnsssssanssssssnssssssnssssssnsssssnnsssssnnsssssnnssssannnns 8

ARCHITECTURAL WORKFLOW .....cituiiitieniiiiensiiinnnsieisnssieissssssissssssisssssssssssssssnssssssnssssssnssssssnsssssansssssansssssansssssanssssss 10

CHAPTER 2 - INSTALL LT AUDITOR . .cc.uiittuiiiitniiiinnsssimmnisimmsssiissssimssssimssssstmssssstmssssstmssssstssssssssasssstenssssssnsssssanssss 11
SYSTEMS REQUIREMENTS ..evvtttuueseeererussneraseessssssunnseseessssssnnsesessssssnsnesesessssssssnasesessssssnsseseesssssssnnaesessssssssnnsessessssssnneeseens

[ Y0 To [ oY S D o e ] o Y- 2RO PPRPIE
IV Y0To 0] o 1Y Lo T Lo T =1 (USSP
LT Auditor+ Manager Console...
LT AUGIEOr+ REPOIT CONSOIC ..ottt ettt e e st e et e st e e st e st eesteesbeeenaeeeans
LT AUGTEOIF AGENLS ..ottt ettt e e et s e et e st e st e st e st e st e e st e s bt e enseeebneenseenans
LT AUDITOR+ INSTALLATION OVERVIEW ....ieeevttuuiieseeeresssenaeseessesssnnasesessssssssnsesessssssnnnesessssssssnnsesessssssnsnssesessssssnnaesesessssses
Create LT AUGITOr+ DOALADASES.........cccvveeieesiiesieesieesieesitesteestte st e st e sseesttesseasbeessaesbaesssssssssssnsssssssesnsnesns
INStalling the LT AUGITOIr+ MANGGEL ........oceecuveeeeeeieieeeieeeesteeeeeetea e etta e e sttt e eesttaaeestsesaeatsaaesssssasssssasaeassesessssees 13
Pre-requisites for the LT Auditor+ Manager installation............cueiiiiiiiiiiii ettt aae e e e e anes 13
(a1 1| LA o] ] A=Y o L PSPPSR UPRPTUPPPRRIRt 13
Installing LT Auditor+ MANGGEr CONSOIE ..........oeeeeueeeeeeiieeeeiieeeeeiee e siee e ettt e e e etee e s atteaesstteesssteassasseaessasseassssnees 34
Pre-requisites for the LT Auditor+ Manager Console installation ...........ccviiiiiiiiiiiee et 34
INSTAIIATION STEPS. .. eiiiiiiiee ettt e ettt et e ettt e e et e e e e sttee e eabee e e baee e ssseeessbeeeasbaeeansseeeesssaeeaabeseesseeeasreeessaeeeasaneeasres
Installing LT AUditor+ REPOIT CONSOI ..........uuveeieeeeeeeeeee ettt e ettt a e e e e e ettt e e e e e e e e sassaaaaaeeesssssaneaaaeeaaas
Pre-requisites for the LT Auditor+ Report Console installation
eI ]| LA o] ] A=Y o L PSPPSR SPTRPPPRRINE
INSEAIING LT AUCIEOIF AGQENLS ...ttt e e ettt e e e e ettt e e e e e e e et tbeeaaaessasssssansaaseesssssanaasaenaaas
INSTAlIAtioN OF WINAOWS AZENTS ....uveeieiiiiieeiieitee ettt e et st e et e st e e st e seteesaeeebeesseeesseesaseeseessteesseeanseesseeenteesnseenseesnseenseeans
(e Tor: | I a1 = | - o o PSSR
Remote Installation of the Agent.......cceevveveenieiiienieeen.
Pre-requisites for the LT Auditor+ Agent installation ....
Installation of SUSE LiNUX ABENTS.....cceevveerieeieerieeeieesereeeee s
Setting up a Windows Share Folder for SUSE Linux Agents
Installation of LT Auditor+ on SUSE LINUX IMACHINE ....ccccuiiiiiiiiiiiiiieciie ettt ettt e et e s e ibe e s sbae e ssntaeesnenes
Starting LT Auditor+ Daemons 0N SUSE LINUX ...coiiuiiiiiiiieiniiieiiieeeeiieeesieeessreeessieessssssesssssessssssesssssseessssesssssssesssssees
Starting LT Auditor+ SUSE Agents on SUSE Linux Server for the first time ......cccoccvviviiiiiniiiice e, 67
Establish a connection to the LT Auditor+ Manager.........cceceevveeneesieeeneescieennns .67
Add LT Auditor+ SUSE Linux Agent to Agent Group on LT Auditor+ Manager.... ..68
Stopping the LT AUdItor+ DA@mMONS .....cceeevieerieenieeieenee ettt st ...69
Uninstalling LT Auditor+ SUSE LINUX PACKAEE .....ueiiiiiiiiiiiii ettt ettt ettt e esve e e sitee s saaeeesabaeessntaeesnnnes 70
APPENDIX A ..oiiieiiiiiitiiiieeiiiieeieiiseiiisssseissssieissssieiesssstsssssissssstsssssstsssssstsssssstessssssssssssssnsssstensssssansssssansssssanssssss 71
CREATING A DATABASE ....etttteeeee ettt teee e e e et ettt e e e s e aus bttt e eeeaasausba b et eeeeeaanss b et e e eeesaans bbb e e eeeae s nnbebeeeeesesannbabbeeeeeesannnreeeeas 71
OVEIVIBW ...ttt ettt et ettt e+ ekttt e e+ e ettt e e e e e e s ts et e e e e e e e s asae e e e e e e eaausaseneaeesaaasssnneaaeeaanas 71
LT AUDITOR+ DATABASE ON MICROSOFT SQL SERVER 2005 ......ettieiiieiiitetteeeeeeiaititteeeesesetsreeeeessseannseeeeeeesesaanseneeeessesannnes 72
(0Ll u[olo Mo WL/ [{olgeX o) AR Y OT RN o[ o] o To kY-S 72

Creating Database Objects
Setting Access Permissions
Configuring Maintenance Jobs
Configuring Maintenance Jobs Using SQL Server 2005/2008 EXIESS .....c..ccvveeeeeeiveresieeeiiveesiesessssessssessssessssenns 84

| LT Auditor + Installation Guide




SLUE LANCE

(027X ol TP PUPPPTRUPPRR 91
SELLING ACCESS POITNISSIONS ....ccccceveieiiieiiiiiiiiieieeeeet ettt ettt ettt ettt ettt et et et et et et et et e tetet et esesseeessesesesssasesssesssssssanens 91
CONFiGUIING MAINTENANCE JODS ....c....vvveeieeeseeeeeet et e e et eeetea e et a e e sttt e esasteeesatsesasastssaensseseesssesessssesensssees 96

GETTING TECHNICAL SUPPORT ..uuttteeeureresauuteeesnteesasuteeesauseeessseeesasssesesansseessanssesssssesesansseeesasssesssnsesessnsseessanseesssssenesanns 100

| LT Auditor + Installation Guide



SLUE LANCE

Chapter 1 - About the Document

This chapter provides a general overview of this document and contains following major subsections.

* Document Purpose
*Document Audience

* Document Scope

¢ Using this Document

* Getting Technical support

Document Purpose

This document is intended to serve as a document that best describes the procedures and steps for
Installing LT Auditor. It focuses on the pre-requisites, system requirement and pre-installation of LT
Auditor.

Document Audience

This document is intended for the following users:
Team or person responsible for using the LT Auditor+ application
Team or person entrusted with deploying LT Auditor+ in the environment

Document Scope

The scope of this document includes information that will help you understand the
functionalities of LT Auditor+.
The scope includes the following major topics:

® System requirements for LT Auditor+

® Installation of LT Auditor+
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Using this Document
This section explains the Installation and Configuration of the LT Auditor +9.

Document Structure

The document is divided into the following chapters:
Chapter Description

About the Document Provides information about this document,
including what it is used for, who should read it,
what it contains, how it is presented and how it

is used.
About LT Auditor+ Installation Provides information about LT Auditor+ its
Guide components. Provides the details on how to
install LT Auditor+.

| LT Auditor + Installation Guide
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TERMS

Components Description
Workspace A LT Auditor + workspace is created in a Microsoft SQL or Oracle
database. It contains all the required configuration information to host a
working implementation of LT Auditor+ within an enterprise. The
configuration information includes the agents that are configured within
the setup, the manager machines that will consolidate the data collected by
agents and all required LT Auditor + policy information used to collect
and report on the audit data.

Manager A manager machine performs two major roles within the workspace. It
deploys agent group policies to all the agents within the group that it
services. It also performs the function of consolidating data received from
the agents into the database.

Manager Group A manager group is an administrative group consisting of 1 or more
managers. They contain policies that define its consolidation of data from
the agents and audit policies pertaining to the manager.

Windows® Agent An agent is a Microsoft Windows server/workstation in which LT Auditor
is installed for auditing purposes. The LTA agent can be configured to
collect audit data from the event logs on that machine. Windows agents
reside in a Windows agent group that are configured and managed by a
manager in that workspace.

Windows® Agent An agent group is an administrative group consisting of 1 or more
Group Windows agent(s) that contain audit policies and settings pertaining to
those agents. The Windows agent group is assigned a primary manager
from the workspace which handles policy deployment to and data
consolidation from agents in that group.

Event Log An event log is a database that maintains information about program,
security, and system events on your computer. There are three standard
event logs created on Windows operating systems:

e Application

e System
e Security
Jobs An event viewer is an application that allows you to view and configure

event logs on the computer system. Tasks scheduled to run at a specified
time such as daily, weekly, or monthly. LT Auditor+ includes the
following jobs:

» Transfer Job — Creates files which contain events collected
from the system and transfers these files to the manager. It
also manages logs to ensure that transferred files are backed
up, and old backed up files that are no longer required are
deleted from the system.

> Rollup Job — Transfers rolled up or merged files into a

n | LT Auditor + Installation Guide
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consolidated database defined by the manager settings on
the system. Files can be rolled up to high-end relational
databases or data files such as:

e  Microsoft SQL
e Oracle
e XML
This job is performed on the manager.

> Scan Job — this job, performed by the Agent Status
Monitoring Utility, monitors agents in regard to availability,
group membership assignment, data transfer, and version
information. This feature can also be configured to send the
gathered information via email alerts.

SysLog

Real time alerts are sent using this feature.

Daemon Settings

Daemon Settings in SUSE Linux are the settings to change the services
through the given properties.

LDAP Settings LDAP setting is modified to get information regarding eDirectory.

Shared Folder A Shared folder is created by service during first polling. It format is
Machine name_linux. User has to provide shared folder settings, which is a
primary user due to which shared folder is created.

SUSE Linux Agent SUSE Linux agent group is an administrative group consisting of 1 or

Group more SUSE Linux agent(s) that contain audit policies and settings

pertaining to those agents. This agent group is assigned a primary
manager from the workspace which handles policy deployment to and
data consolidation from agents in that group.
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Architectural Workflow

Database
Server

P
SIM System SAN

The above graphic depicts the LT Auditor+ architecture in three tiers. The first tier represents all audited
agents namely Windows servers/workstations, SUSE Linux servers, NetWare servers, NAS devices and
any audited device. The second tier represents the LT Auditor+ Manager. Bidirectional communication
between the Managers and Agents is encrypted and secure. Audit policies are deployed from the
Manager to Agents, while audit data is sent from Agents to the Manager. The third tier represents the
database that stores all the configurations and audit data. The Manger is tasked with inserting audit data,
received from Agents into the database and also monitor for policy configuration updates that need to be
deployed to agents.

({08 | LT Auditor + Installation Guide
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Chapter 2 - Install LT Auditor+

The section provides an overview on how the LT Auditor+ is installed and configured. Included in this
section are systems requirements, pre-requisites and steps required to Install LT Auditor+.

Systems Requirements

System Requirements for LT Auditor+ components are provided below:

LT Auditor+ Database

Supported Databases
e  Microsoft SQL 2005, 2008, 2012
e  Microsoft SQL 2005,2008 & 2012 Express Editions (supported only for evaluation)
e Oracle9i, 10g,11g
Please visit the vendor website for hardware requirements for the database.

LT Auditor+ Manager
Operating system
e Microsoft Windows Server 2003/2008, 2008R2, 2012 with latest service packs.
Hardware
e RAM:2 GBRAM

e Hard Disk : 200+ GB
Software

e Microsoft .NET 4.0

LT Auditor+ Manager Console
Operating system
e Windows XP, Windows 7, Windows Server 2003, 2008, 2008R2, 2012
Hardware
¢ RAM:512 GB RAM
e Hard Disk:1+ GB
Software
e  Microsoft .NET 4.0

LT Auditor+ Report Console
Operating system
e Windows XP, Windows 7, Windows Server 2003, 2008, 2008R2, 2012
Hardware
e RAM:1GBRAM

e Hard Disk : 10+ GB
Software

(%8 | LT Auditor + Installation Guide
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e Microsoft .NET 4.0

LT Auditor+ Agents

Microsoft Windows Agents
e Windows XP, Windows 7, Windows Server 2003, 2008R2, 2012

e  Minimum 512MB of RAM
e .NETA4.0
e 500 MB of disk space

Novell NetWare Agents
e NetWare 4x,5x,6x with latest updates

e 4+ MB available RAM
e 500 MB of disk space

SUSE Linux Agents
e SLES 10 SP3 with OES2 SP2 with latest updates

e 512 MB RAM
e 500 MB of disk space

LT Auditor+ Installation Overview

The following items have to be installed to implement LT Auditor+.

o Create LT Auditor+ Databases.

¢ Install the LT Auditor+ Manager.

e Install LT Auditor+ Manager Console
e Install LT Auditor+ Report Console

e Install LT Auditor+ Agents.

Create LT Auditor+ Databases

LT Auditor+ databases can be created either on Microsoft SQL Server or Oracle. Two databases need
to be created namely ‘Production” and “Archive’. For Microsoft SQL Server, users have an option of
creating the databases, automatically, during the installation of the LT Auditor+ Manager. However
for Oracle, the databases must be created using the scripts provided. Scripts have also been provided
to create databases on Microsoft SQL Server directly if customization is required.

For detailed instructions on directly creating LT Auditor+ databases, please refer to Appendix A.

{PA | LT Auditor + Installation Guide
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Installing the LT Auditor+ Manager

Pre-requisites for the LT Auditor+ Manager installation

e  Meet the system requirements outlined above.

e Have access to either a Microsoft SQL Server or Oracle database.

e Installer must have administrative privileges to install LT Auditor+

e For the Windows platform, Windows auditing policies must be setup as per guidelines in
Configuration guide.

e Firewall setting on all machines must be checked to ensure that port 2877 is open.

Installation Steps
LT Auditor+ supports both 64 bit and 32 bit operating systems. To install the LT Auditor+ Manager, one
of the following executable files need to be used:

® Setup_SMF_x64.exe - Windows 64 bit operating systems

¢ Setup_SMF_x86.exe - Windows 32 bit operating systems

In this section, the term Setup.exe will used to refer to either Setup_SMF_64.exe or Setup_SMF_x86.exe
based on the operating system selected.
1. Run Setup.exe file from the root of the installation folder to launch the installation of the LT
Auditor+ Manager.

If the application detects that Microsoft .NET 4.0 is not installed on the machine, the wizard will prompt

you with a message to install as shown below. If Microsoft .NET 4.0 is installed proceed to Welcome
screen.

(8 | LT Auditor + Installation Guide
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LT Auditor+ Security Management Framewaork - InstallShield Wizard

T LT Auditor+ Security Management Framework requires the Following items to be installed
(=¥ on your computer, Click Install to begin installing these requirements,

Skatus  Reqguirement

Pending Microsaft \MWET Framewark 4.0 Full

Install ] [ Cancel

2. Click Install and after Microsoft .NET4.0 is installed the LT Auditor+ Welcome screen will
appear.

| LT Auditor + Installation Guide
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LT Auditor+ Security Managernent Framework - InstallShield Wizard

Welcome to the InstallShield Wizard for LT Auditor+ Secunty Management
Framework

d will install LT Auditor+ Security Management Framewark an pour

InstallShid <gack | {fled] Carcel

3. (Click Next to bring up the License information screen.

| LT Auditor + Installation Guide
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LT Auditor+ Security Managernent Framework - InstallShield Wizard @

Licenze Information

Saftware License Agreement

IMPORTAMT - READ CAREFULLY: This is a leqal agreement bebween you and Blue Lance,
Inc. by which certain zoftware [and accomparnying materialz) are being licensed, not zold, to
wou. By clicking the 'l accept the termz of the icense agreement’ icon, you agree to the terms
and conditions of thiz Agreement.

If you do not agree to these terms and conditions, you are nat licensed to use the Software;
therefore, you must not install the software and you must pramptly return the Software
(including all accompanging maternialz] to Blue Lance, Inc.

If waw return thiz zoftware within ten (10] days, together with proof of payment, to the place of
purchase, you will receive a full refund of any licensze fee paid for thiz software.

Thiz Saoftware License Agreement [‘Aareement’] iz entered inta by and between BLUIE
LAMCE, IMC. ['Blue Lance'] and the entity identified in the Blue Lance lnvoice as the licenses
of the zoftware [Licenzes']

1. DEFINITIONS.
‘Licensed Capacity' is the maximurn number of [i] servers, workstations, or other devices upaon
which the Software may be installed and used at any time, and/or (i] users that may use

InstallGheld < Back | | MHeut » Cancel |

4. Please read the license and if acceptable click on ‘I accept the terms of the license agreement *.
5. Click Next to proceed. There will be a prompt to select installation of a Manager or Agent on
the machine.

| LT Auditor + Installation Guide
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P

LT Auditor+ Security Managernent Framework - InstallShield Wizard

Select Instance

that pou wark to

LT Auditar+ Agent Companents an this Computer.

InstallGheld < Back l [ Mt > Cancel

6. Click Manager to display the database setup screen

| LT Auditor + Installation Guide
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?I'_'Tl-'l'ciai ditor+ Security Managetment Framewark - InstallShield Wizard

LT Auditor+ Databaze Configuration
LT Auditar+ Databa

nnection to either a Mic f 1 or Oracle

InstaliShicld | <Back || MNews | Carcel

7. Select a database for the LT Auditor+ Manager and click Next to continue. This manual will
assume that Microsoft SQL Server has been selected.

NOTE

For Oracle please ensure that the LT Auditor+ database has been
created, as outlined in appendix A, prior to clicking on the Next button.

| LT Auditor + Installation Guide



SLUE LANCE

P

LT Auditor+ Security Managernent Framework - InstallShield Wizard

Microzoft SQL Server
b QL Server Dats

an be configured automatically for LT Auditor+, duning this

InstallGheld < Back l [ MHeut > Cancel

8. Click Yes to proceed to the Customer Information Screen.

NOTE

If an instance of Microsoft SQL Server is not available, a free Microsoft
SQL express edition can be downloaded from
http:/ www.microsoft.com/express/Database/

We do not recommend that the express edition be used for production due to
limitations in the size of the database growth permitted.

| LT Auditor + Installation Guide
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LT &Auditor+ Security Management Framewark - InstallShield Wizard

Cusztomer Information

Pleaze enter your information,

Please enter your Mame and Compary [hfo

Company Mame:

bluzer_corp

InnstallShield < Back ” Mest » Cancel

9. Enter your name and company information
10. Click Next.

| LT Auditor + Installation Guide
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P

LT Auditor+ Security Managernent Framework - InstallShield Wizard

Chooze Destination Location

curity b anagement Frame ity the following folder.

Jext. Toinztall to a different folder, ¢ and zelect another

ioh Folder

CALT Audito Lty b anagement Framework,

Cancel

InstallShield < Back ”

11. Click Next if the destination location is satisfactory otherwise click Browse to select new
location.

| LT Auditor + Installation Guide



SLUE LANCE

P

LT Auditor+ Security Managernent Framework - InstallShield Wizard

I anager

zer Infarmation:
bluzer
bluzer_corp

Destination Falder:
C:%Program Filez'Blue Lance, InchLT Auditar+hS ecunty b anagement Framework®,

Contact:
Blue Lance, Inc.
410 Pierce Street
Suite 303
Houston, Tk 7002

Phore:
1

Cancel

InstallShield < Back ”

12. Review the specified settings.
13. Click Back to make any changes, otherwise click Next.

| LT Auditor + Installation Guide
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P

LT Auditor+ Security Managernent Framework - InstallShield Wizard

Setup Status

LT Auditor iy b anagement Framework, figuring o r

Copping hew

InstallShield

14. Progress will be shown as the files are copied to the selected location. After the files have been
copied, the installation progresses to the database setup screens.

| LT Auditor + Installation Guide
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LT Auditor+ Security Mahagement Framework Setup.

Install LT Auditor+ Database

Do you want toingtall LT Auditor+ Database?

Ingtall LT Auditor+ D atabases
o Yes

i Mo

Blue iance, fnc, Installation

<

ack l Heut > I Cancel

=]

15. Select No if the LT Auditor+ databases have already been created and proceed to step 23 for
setting up Database Connection Information. Select Yes if you want to create the LT Auditor+
databases, for Microsoft SQL Server only. The next screens deal with connecting to the
Microsoft SQL Server and creating these databases.

NOTE

For Oracle, the databases must be created manually prior to this installation process. For
Microsoft SQL Server, the LT Auditor+ databases can also be created manually, as specified in Appendix

A, or through this Setup program by clicking Yes above.

/8 | LT Auditor + Installation Guide
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LT Auditor+ Security Managernent Frarmewark Setup

Install LT Auditor+ Databases

Pleaze provide the credentials to log into the database semver.

—Microzoft SOL Server Settings

Database Server: [10.6.0.61

i Windows authentication

g S0l Server authentication

Login ID: Isa

Password: I********

Blue i anee, fnc, Installation
< Back Hest Cancel

16. Specify the database server name.

17. The connection mode. For Windows authentication, the current user should have the
appropriate credentials on the SQL server otherwise select a database user. Use the Test
Connection button to check the credentials.

18. Click Next to proceed to

| LT Auditor + Installation Guide
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LT Auditor+ Security Managernent Frarmewark Setup

Install LT Auditor+ Database

Y'ou can create baoth Production and Archive databaze during this
ingtallation. Pleaze provide the databasze details.

¥ Create Production Database ¥ Create Archive Database
Database Mame: | TAPraductionDE Database Mame: || TasrchiveDB
— ¥ Create User — ¥ Create User
Uszer M ame: ILT.-i'-.F'rD-:Iucti-:unDEiLlser User Mame: ILT.-’-‘-.-'-‘-.ru:hiveDBLlser
Paszword: I““““““““ Password: I““““““““
Confirm Paszward: I’“"“"“‘““ Canfirn Pazswaord: I’“"“‘“’“"1

Blue i anee, fnc, Installation
< Back | Hest I Cancel

19. If you choose to create a database user for each LT Auditor+ database, enter a password. It is
not necessary to have a database user created and if you choose not to uncheck the Create User
checkboxes.

20. Click Next to proceed.

NOTE
— Password complexity requirements may have to be met.

A8 | LT Auditor + Installation Guide
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LT Auditor+ Security Managernent Frarmewark Setup

Install LT Auditor+ Database

Click Ingtall buttan to ingtall LT Auditar+ D atabaze.

Froduction D atabase: LTAPmductionD B Archive Databaze:  LTAAchiveDB

| -

Blue i anee, fnc, Installation
< Back rztall Cancel

21. Click Install to create the LT Auditor+ databases as shown below.

»¥& | LT Auditor + Installation Guide
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LT Auditor+ Zecurity Managerment Framewaork Setup

Install LT Auditor+ Database

Click Inztall button to install LT Auditor+ Databaze.

Praduction D atabase: LTAPraductionD B Archive Database:  LTAAmchiveDB

|F'r|:u:|u|:ti-:|n Database Created. -
Praduction Database Tables Created.
Production Database Procedures Created.
Production D atabase Views Created.
Production D atabase Initial Data Inserted.

m

Archive Databaze Created.

Archive Databaze T ables Created.

Archive Databaze Procedures Created.

Archive Databaze Views Created.

Archive Database Initial Data [nzerted. il

Blue i anee, fnc, Installation
< Back | Hest I Cancel

22. Click Next to proceed to the Database Connection Window.

k8 | LT Auditor + Installation Guide
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LT Auditor+ Security Managernent Frarmewark Setup

Provide Database Connection Information

Databaze will host LT Auditar+ Policies and Data

—Databaze Type:
Database Type:

—Databaze Connection [nformation

Database Server: {10,605

Database Name: || TaPoductionDB
7 Windows authenbication

* S0OL Server authentication
Login ID: ISE'

Password: Immmx

Test Connection

Blue i anee, fnc, Installation

< Back | Hest I Cancel

23. Select the Database Type.

24. Select the Database Server

25. Select the name of the primary LT Auditor+ database. The default is LTAProductionDB.
26. Select the mode of database authentication

27. If using a database user, enter the login user name and password,

28. Click Test Connection to ensure that there is a valid connection.

29. Click Next to continue.

NOTE

For database type selection of Oracle, you will be prompted to enter the Host String,

Username and Password. The credentials used here will be used by the LT Auditor+ Manager Windows
service to connect to the LT Auditor+ database.
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LT Auditor+ Security Managernent Frarmewark Setup

Provide Manager Assignment Information

t anager will be added to the zpecified Manager Group

—Manager Aszsignment [nformation
Workspace Mame: ||_'|',.-1'.'|:| aMo
Select Manager Group: I LI
Port Humber: Igg??
v Trial
Serial Mumber: I _ _ _ _ |

Blue i anee, fnc, Installation
< Back | Hest I Cancel

30. Enter a Workspace Name. (Please review the Terms section above for description of
Workspace)

31. Select a Manager Group. If this is the first LT Auditor+ Manager, click New to add new
Manager Group and enter in a new group name.

32. Type in 2877 for the Port Number.

33. Enter the serial number or click on the Trial checkbox as shown below.
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LT Auditor+ Security Managernent Frarmewark Setup

Provide Manager Assignment Information

t anager will be added to the zpecified Manager Group

—Manager Aszsignment [nformation

Workzpace Mame: LTaADemo

Select Manager Group:

Port Humbesr:

¥ Trial

Serial Number: I _ _ _ _ |

Blue i anee, fnc, Installation
< Back | Hest I Cancel

34. Click Next to continue.
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LT Auditor+ Security Managernent Frarmewark Setup

Install LT Auditor+ Service Component

Pleaze provide service dizplay name and the account under which
service will run,

—General

Service Mame:

Diisplay Mame: ILT tuditor+ Service

—Log On As

* Local System Acount

" Thiz Acount:

Paszward: I

Confirm Paszward: I

Blue i anee, fnc, Installation
< Back | Hest I Cancel

35. Click ‘Local System Account’ for the LT Auditor+ service to use the local system account
otherwise enter credentials to logon as a specified account.
36. Click Next for service registration.

NOTE

When the LT Auditor+ service uses a specific account, it is recommended that this account
has local system Administrator privileges.

LT Auditar+ Installer

:I The 'LTA_Sersice’ service registered and started successfully,

8] 34
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37. Click OK to continue to the Wizard Completion screen.

el'_'Tl-'?«i;' ditar+ Security Management Frarnework - Tnstall Shield Wizard

InztallShield Wizard Complete

Setup haz finizhed instaling LT Auditor+ Security Management Framework on vour computer,

InsstaliGineld Carcel

38. Click Finish to complete the installation of the LT Auditor+ Manager.
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Installing LT Auditor+ Manager Console

The LT Auditor+ Manager Console or Management Console is the application used to configure polices
and manage Windows agents. It can be installed on any Windows workstation or server. Please review
the Configuration guide for instructions on how to use this application.

Pre-requisites for the LT Auditor+ Manager Console installation
e Meet the system requirements outlined above.

e Installer must have administrative privileges to install on Windows machine

Installation Steps

LT Auditor+ supports both 64 bit and 32 bit operating systems. To install the LT Auditor+ Manager
Console, one of the following executable files need to be used:

e Setup_MC_x64.exe - Windows 64 bit operating systems

e Setup_MC_x86.exe - Windows 32 bit operating systems

In this section, the term Setup.exe will used to refer to either Setup_MC_64.exe or Setup_MC_x86.exe
based on the operating system selected.
1. Run Setup.exe file from the root of the installation folder to launch the installation of the LT
Auditor+ Manager Console

If the application detects that Microsoft .NET 4.0 is not installed on the machine, the wizard will prompt
you with a message to install. After Microsoft .NET 4.0 is installed the Welcome screen will be shown.
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LT Auditor+ Management Console - InstaliShield Wizard %}

Welcome to the InstallShield Wizard for LT Auditor+ Management Console

The InstallShi fizard will install LT Auditor+ Management Console on your computer. To
continue, chck

InstaliShizld . l < Back ﬂ ‘N_exb I [ Cancel T

...................

2. Click Next to continue to Customer Information screen
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‘Console - InstallShield Wizard X}
Customer Information

Please enter pour information.

Please enter your Hame and Company Info

User Mame:

Company Mame:

bluser_corp

¥

InstaliShicd

< Back H Next >

3. Enter your name and company information
4. Click Next.

5. This will display Choose Destination Location as shown below.
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anagement Console - InstaliShield Wizard (X

Choose Destination Location

Select folder wh etup will install files.

Setup will install LT Auditor+ Management Console in the following folder.

To install to this folder, click Next. To install ta a different folder, click Browse and select anather

folder.

Destination Folder

ABlue Lance, Inc ALT Auditor+4kanager Console’ Browse...

< Back H xﬂe"b ] )

InstaliShizid .

By default the product will be installed in the folder C:\Program Files\Blue Lance, Inc.\LT

Auditor+\Manager Console\.
7. Click Browse to change the install path.
8. Click Next. Review Screen will be displayed as shown below

6.
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LT Auditor+ Management Console - InstallShield Wizard '
Start Copying Files

Review settings before copying

Setup has gh information o start copying the program files. |f you want to review
any settings, click Back. If you are satisfied with the settings, click Next to beagin copying files.
Current Settings:

User Information:
bluser
bluser_corp

Destination Folder:
C:\Program Files'\Blue Lance, InchLT Auditor+\Manager Console’,

Contact:
Blue Lance, Inc.
410 Pierce Street
Suite 303
Houston, TX 77002

Phone:
[800)-856-2583
[713)-255-4800

9

InstaliShicd 1 Cancel |

8 Review the information selected.

9 If there are any changes that need to be made, click Back and make corrections.

Otherwise, click
Next to start copying files on to the machine.

| LT Auditor + Installation Guide



SLUE LANCE

Console - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed LT Auditor+ Management Console. Click Finish
to exit the wizard.

InstaliShicd

10 Click Finish to complete installation of the Manager Console.
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Installing LT Auditor+ Report Console

The LT Auditor+ Report Console or Reporting Console is the application used to report on audit data
collected using LT Auditor+.

Pre-requisites for the LT Auditor+ Report Console installation

e Meet the system requirements outlined above.
e Installer must have administrative privileges to install on Windows machine

Installation Steps

LT Auditor+ supports both 64 bit and 32 bit operating systems. To install the LT Auditor+ Report
Console, one of the following executable files need to be used:

e Setup_RC_x64.exe - Windows 64 bit operating systems

e Setup_RC_x86.exe - Windows 32 bit operating systems

In this section, the term Setup.exe will used to refer to either Setup_RC_64.exe or Setup_RC_x86.exe
based on the operating system selected.
1. Run Setup.exe file from the root of the installation folder to launch the installation of the LT
Auditor+ Report Console

If the application detects that Microsoft .NET 4.0 is not installed on the machine, the wizard will prompt
you with a message to install. After Microsoft .NET 4.0 is installed the Welcome screen will be shown.
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LT Auditor+ Reporting Console - InstallShield Wizard

Welcome to the InstallShield Wizard for LT Auditor+ Reporting Conzole
0' Th will ingtall LT Auditar+ B eparting Iy pour compter. T
' c

4

InstaliS

2. Click Next to continue to Customer Information screen
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LT Auditor+ Reporting Console - InstallShield Wizard

Customer Information

Flease enter your infarmation.

LCompary-Manme:

bluelance

1 Cancel r

3. Enter the User Name and Company Name under which this product will be registered.
4. Click Next to display Choose Destination Location as shown below
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LT Auditor+ Reporting Console - InstallShield Wizard

Choose Destination Location

t fialder wh

b another

ian Falder

1 Cancel r

5. By default the product will be installed in the folder C:\Program Files\Blue Lance, Inc.\LT
Auditor+\Report Console\ .

6. Click Browse, to change install path.

7. Click Next to proceed to the Review screen
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LT Auditor+ Reporting Console - InstallShield Wizard

Start Copying Files
gz before copying files.

U zer Information:
BL-Uzer
bluelance

Destination Folder:
C:A\Program Filez\Elue Lance, InchLT dAuditor+4R eporting Congoleh,

Contact:
Blue Lance, Inc.
410 Pierce Strest
Suite 303
Houston, Te 77002

Phare:
[800)-356-2583
[713]-255-4800

]- Cancel I

8. Review the information selected.
9. Click Back to make changes and corrections, otherwise click Next to start copying files on to the
machine.

With a new LT Auditor+ installation, certain reports containing commonly queried data can be
generated and sent regularly via email as a default setting. These default reports may be deleted or
modified at any time. The database and email settings will be determined upon installation of the
Report Console. The following reports may be scheduled:

e Failed Login Report

e Users Created Report

e Users Deleted Report

e Users who were made members of the Enterprise Admin Group
e Users who were made members of the Domain Admin Group

e Accounts that been enabled or disabled Report

e User Accounts Change Password Report

e All Group Policy Modifications Report
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When installing the Report Console, the Installation Wizard will now guide the user to determine
database connection settings and SMTP settings needed to generate and send the default reports. The
user will be prompted during installation to determine whether or not default reporting will be
enabled. If the user chooses not to enable default reporting, the default reports will still be stored in
the Report Console, but will not be generated or emailed. They may be accessed for scheduling at a
later time.

After installation of the Report Console, the following window will appear:

\_‘:) Installation complete, Would you like ko schedule automatic email delivery of reporks?

w |

Should the user want to schedule default reports at this time, click Yes. All default reports must
be installed at once, however, unneeded reports can be deleted later. Default reports may be
scheduled after installation is complete through a menu option in the Report Console, as shown
in the following image:

Default Reports Database Connection

Welcome to the Default Report Scheduler

Thiz wizard helps you to schedule the Default Reports. please enter the database
connection details to continue.

i~ Connection Settings

— Microzoft SOL Server Settings

Server: I

Database: |

" Use NT Integrated Security

* UserName and password

User Name: I

Password: I

Cancel Test Connection Mext =

10. Enter credentials to connect with the LT Auditor+ database
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Default Reports SMTP Settings

SMTP Settings
Flease enter the SMTP Settings

—SMTP Settings

SMTP Server Name: |m
Port Number: |25

User Mame: I

Password: I

Re-type Password: I

< Back

Mext =

11. Enter the credentials required to connect to the SMTP server.
12. Click Next
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Default Reports Output Settings

Report Output Settings

Please enter the Output Settings

i~ Report Output Settings

From: I
Subject: ILT Auditor+ Repart
To: Email 2ddress | +
%
Cc: Emnail &ddress | -+
X
< Back Schedule

13. Enter information to enable users to receive automated email messages from LT Auditor+

14. Click Schedule

| LT Auditor + Installation Guide



SLUE LANCE

LT Auditor+ Reporting Console - InstallShield Wizard

InztallShield Wizard Complete

Setup has finished installing LT Auditar+ Reparting C:

]

Wour computer,

Install!

15. Click Finish to complete installation.
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Installing LT Auditor+ Agents

LT Auditor+ agents have to be installed on operating systems to audit and monitor user activity. LT
Auditor+ agents can be loaded on the following operating systems

e  Windows 2003/2008, 2008R2 Windows XP, Windows 7 (32 and 64 bit) systems
e SUSE Linux (SLES 10 with OES2)
e NetWare (4x, 5x 6x)

The table below lists the machines that need to be installed with LT Auditor+ agents for each of the Blue
Lance products or solutions.

LT Auditor+ Product Name Target Operating Systems LT Auditor+ Agents
LT Auditor+ for Active Directory | Windows 2003/ Windows 2008, Agents should be installed on all
Windows 2008R2 Active Directory Domain

Controllers

LT Auditor+ for Group Policies Windows 2003/ Windows 2008, Agents should be installed on

Windows 2008R2 Active Directory Domain

Controllers

LT Auditor+ for Windows Windows 2003 /Windows 2008, Agents should be installed on

Servers Windows 2008R2 Windows Application or
Member Servers

LT Auditor+ for Windows Windows XP/Windows 7 (32 Agents should be installed on all

Workstations and 64 bit) workstations or laptops that are
to be audited

LT Auditor+ for SUSE Linux for | SLES 10 with OES2 Agents should be installed on all

eDirectory SUSE servers that host
eDirectory replicas

LT Auditor+ for SUSE Linux for | SLES 10 with OES2 Agents should be installed on all

NSS File Systems SUSE servers that host NSS file
systems

LT Auditor+ for NetWare NetWare 4x, 5x, 6x Agents should be installed on all
NetWare servers.

This section will cover the installation of LT Auditor+ agents on Windows and SUSE Linux operating
systems. For NetWare agents please refer the LT Auditor+ for NetWare user guide.
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Installation of Windows Agents

LT Auditor+ agents can be installed on Windows servers and workstations either locally or remotely. For
local installation a user has to be logged on interactively on the target machine. Remote installation can
only be done from a machine where the LT Auditor+ Manager Console has been installed.

The following sections describe how to perform local and remote installations.
Local Installation

1. Follow all steps up to step #5 for installing the LT Auditor+ Manager, discussed above, to display
the following screen.

LT Auditor+ Security Managernent Framework - InstallShield Wizard

Select Instance
Select the instance you want to install.
ice that pou want ba i

et

3 LT Auditor+ Agent Companents on thi

]
LT Auditor+ kanager Componentz on this Computer.

InstallGheld < Back l [ MHeut > Cancel

2. Select Agent and click Next to proceed to the Customer Information window
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LT Auditor+ Security Managernent Framework - InstallShield Wizard

Cuztomer Information

Plea nker wour informatiarn,
tber your Mame and Compaty [hfo
I zer Mame:

bluzer

Company Mame:

bluser_corg

InstallGheld < Back l [ Mest » Cancel

3. Enter your name and company information
4. Click Next.
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P

LT Auditor+ Security Managernent Framework - InstallShield Wizard

Chooze Destination Location

curity b anagement Frame ity the following folder.

Jext. Toinztall to a different folder, ¢ and zelect another

ioh Folder

CALT Audito Lty b anagement Framework,

Cancel

InstallShield < Back ”

5. Click Next if the destination location is satisfactory otherwise click Browse to select new location.
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LT Auditor+ Security Managernent Framewoark - Installzhield Wizard

Start Copying Files
Rev

Setup Type:
Agent

U zer Information:
bluger
bluzer_corp

Destination Folder:
C:A\Program Filez'Blue Lance, InchLT Auditor+4S ecunty Management Framewark

Contact:
Blue Lance., Inc.
410 Pierce Strest
Suite 303
Houston, T 7002

Pharne:
F

InstallShield Cancel

6. Review the specified settings.
7. Click Back to make any changes, otherwise click Next.
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P

LT Auditor+ Security Managernent Framework - InstallShield Wizard

Setup Status

LT Auditor iy b anagement Framework, figuring o r

Copping hew

InstallShield

8. Progress will be shown as the files are copied to the selected location. After the files have been
copied, the installation progresses to the setting up for the LT Auditor+ Windows service screen..
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LT Auditor+ Security Managernent Frarmewark Setup

Install LT Auditor+ Service Component

Pleaze provide service dizplay name and the account under which
service will run,

—General
Service MNarme: ILT,-’.'.,_S ervice
Display Mame: ILT Auditar+ Service
—Log On As
% Local System Acount
" Thiz Acount: I
Paszword: I
Confirm Password: I

Blue i anee, fnc, Installation

< Back | Hest I

Cancel

9. Click ‘Local System Account’ for the LT Auditor+ service to use the local system account

otherwise enter credentials to logon as a specified account.
10. Click Next for service registration.

NOTE

When the LT Auditor+ service uses a specific account, it is recommended that this account

has local system Administrator privileges.

LT Auditor+ Installer

:I The 'LTA_Service' service registered and started successfully,

814
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11. Click OK to continue to the Wizard Completion screen.

LT Buditar+ Security Managemert Frarnework - Install Shield Wizard

InztallS hield Wizard Complete

Setup haz finizhed instaling LT Auditor+ Security Management Framework. on your computer,

e

Cancel

Invstrli&iied

Click Finish to complete the installation.

NOTE

After a Windows agent has been installed, this agent will have to be added to a group
setup using the LT Auditor+ Manager Console. Please refer to the Configuration guide for instructions on
adding agents to LT Auditor+ groups.
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Remote Installation of the Agent

Pre-requisites for the LT Auditor+ Agent installation

Meet the system requirements outlined above.

The LT Auditor+ Manager Console must have been installed to perform remote installation
Installer must have administrative privileges to install on agent machine

Firewall setting on all target machines must be checked to ensure that port 2877 is open.

Remote Installation Steps
1. From the Manager Console, select Options — Remote Install.
2. Windows .Net Framework License Agreement will open.

Microsoft .NET Framework License Agreement |

Microsoft .Net Framework End User License Agreement

LT Auditor+ requires Microzoft MET wersion 4.0 or higher. If MET wersion 4.0 is
not present on the spstem, LT Auditor+ will install it.

SUPPLEMEMTAL EMD USER LICEMSE AGREEMEMT FOR MICROS0FT SOFTWARE ["Supplemental ELILA™ -

IMPORTAMT: READ CAREFULLY - These Microsaft Corparation [ "Microzoft"] operating system componentz, including any "online' ar
electronic documentation [0S Components'] are subject to the terms and conditions of the agreement under which you have licensed
the applicable Microsoft operating svstem product described below [each an "End User Licenze Agreement” or "ELILA"] and the terms
and conditionz of this Supplemental ELILA. BY INSTALLIMG, COPYIMG OR OTHERWISE USING THE 05 COMPOMNENTS, Y00
AGREE TO BE BOUMD BY THE TERMS AMD COMDITIOMS OF THE APPLICABLE OPERATIMG S¥'STEM PRODUCT EULA AMD
THIS SUPPLEMEMTAL EULA. IFY0U DO MOT AGREE TO THESE TERMS AND COMDITIONS, DO MOT INSTALL, COPY OR USE
THE 05 COMPOMEMTS.

MOTE: IF 0L DO HOT HavE & WallDLy LICEMSED COFY OF &MY VERSION OR EDITION OF MICROSOFT WwINDOWS 95,
WWINDOWS 33, WINDDWS NT 4.0°INDOWS 2000 OPERATIMNG SYSTEM OR AN MICROSOFT OPERATIMG SYSTEM THAT 15 A
SUCCESSOR TO ANy OF THOSE OPERATIMG SSTEMS (each an 05 Product”], ¥OU ARE MOT AUTHORIZED TO IMSTALL,
COFY OR OTHERWISE USE THE 05 COMPOMEMTS AMD Y0U HAVE NO RIGHTS LUMDER THIS SUPFLEMEMTAL ELILA.

Capitalized terms uzed in thiz Supplemental ELILA and not othenwize defined herein zhall hawe the meanings azsigned to them in the
applicable 05 Product ELLA.

hd
I have read, understood and agree to the terms of the End User License Agreement and so signify by clicking "I
agree"” and proceeding to use this product,

" | do not agree

Blue Lanoe, Inc r

Inztall I LCancel Help

3. SelectI agree
4. Click Install.
5. A Select Machines screen is displayed as shown below.
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Select Machines

Select Machines
Select the agent machines to install Pleaze provide the path to copy the remote
inztallation files.
~Enter Details [ Administrator credentisls
lachine : I |
Inztall Path I CProgram Files'Blue Lance, Inc Lzer name : I Aod |
Agent Group I Member Server Group j Pazsword I
Machine Name P Type Path Agent Grou | Run Install As Message
0 %
Blue Lance, fnc F
MHexts LCancel Help

Click on Browse button and browse for the networked machines OR type the machine name or

6.
the IP address of the destination server in the Machine field.
7. Change the Install Path, if desired; the default path will automatically populate the field.
8. Select an Agent Group name from the drop-down.
9.

machine.

Check the Administrative Credentials checkbox to use credentials to authenticate to the target
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Metwork Browse

=8 ™ | Domaing and groups ok |

= [#] TE=aS

[ BLWOISR2ESE4 Cancel
= [ 0RKGROUP

[ BRwO01C2600F439

O oaviD-FC

4

NOTE
- If the target machine is within the same domain, and if the installer had Domain Admin

privileges, you would not need to check the Administrative Credentials checkbox. If target machine is not
in the same domain or if the installer is not a Domain Administrator, it is recommended that credentials
for a user, that has administrative privileges on the target machine, be entered

10. Click on the Add button and the application will perform checks to ensure that the LT Auditor+
can be installed on the target machine. If errors are found, click on the “plus sign” by the machine
name to view reasons for error. If all checks pass, the message ‘Ready to install” will be displayed
in the message column as shown.
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Select Machines

Select Machines

Select the agent machines to install Pleaze provide the path to copy the remote
installation files.

~Erter Details v Administrator credentisls

Machine  : |BL-VPS |

Inztall Path - IC:'IPru:ugram Files'Blue Lance, Inc User name : Ihlinc'l.pthomas Aod

Agent Group IMember Server Group j Password I’"‘’""m""m""t

5 - 3 - 0 T Pa Ane 5 B 5 A

& BL-%PZ 100435 32 Bit CProgram File | Member Server | blincpthomas Ready for instal

E5Sd

Finizhed verifying Audit Policy Settings.
Werifying Security Eventlog Settings.
Finizhed werifying Security Evertlog Settings.
Machine ready for Remate Instal |

Blue Lance, fnc F

MHexts | LCancel | Help |

11. Continue to add Agents until desired remote Agents have been selected.
12. Click Next.
13. The Installation Status window will open as displayed.
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Installation Status:

Installation Status | x| |

Progress status of all agents that are being installed:

The follawing servers need to be reboated in arder

10.0.4.3 for LT Auditor+ installation to successfully
@ Gienerating Frequired Scripts complete. Flease follow any neceszary
procedures in arder to have these servers

@ Copying Filez To Remote M achine rebooted.
@ Initiating Aemote Setup ﬂ
@ Starting Remate [nstallation
- @ Inztalling Pre-Required Cormponents ;I

@ |nstalling Product Components : i

@ Completing Installation &nd Deleting Backup Files Save list to bext file... |

Remate Install Logs

IP:100.43 -
Successfully created the required files to be
copied

Started copying the required files to the Bemote

b achine

Succeszsiully copied the reguired files to the

Remote Machine

Starting activities on Bemote Machine j

Save log to text file... |

Dione I Help |

14.

15.
16.

17.
18.

When the install is complete, any servers that need to be rebooted will be listed in the panel to the
right.

To save the list to a text file, click Save List to Text File.

If there were any errors during the installation, a file called RemotelnstallLog.txt will get created
in the Program Files\ Blue Lance, Inc.\LT Auditor +\ Manager Console\ Install\ folder

Click Done to finish the installation and close the communication loop(s) with the remote installs.
The new agent will now be added to the Agent Group selected.
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Installation of SUSE Linux Agents

Prior to installing the SUSE Linux agents, a Windows share folder needs to setup on the machine hosting
the LT Auditor+ Manager.

Setting up a Windows Share Folder for SUSE Linux Agents

A Windows Shared folder will be used to deploy all policies and configurations for all SUSE Linux
agents. The SUSE Linux agents will also use this shared folder to transfer audit data to the LT Auditor+
Manager. The steps outlined below provide detail on how the Share Folder setting can be configured.
1. Launch the LT Auditor+ Manager Console.
2. Click on any Manager group.
3. Right click on the pane. The options to change Name and IP Address and Shared Folder appear
as shown below.

— LI Auditor + Management Lonsole

Swstem  Options  Help

@ add agent... Q} authorized User, ., Job,.. ‘:IE Filter Staterment. .. ‘/ @ ‘ ;J ED ‘ ﬁ

5 5 New Manager Graup L} New Manager Group

i Jobs
e Bl Authorized Users Managers

----- 3 Audit SubSystems
o] Windows Agent Group Change Mame and IP Address...
+ @] Domain Controller Group shared Folder Settings ...

Merber Server Group
----- Workstation Group

= SUSE Linux Agent Group
----- H audit SubSystemns

- -

Currently Authenticated Uzer: BLUELAMCEPUMENSKhan 4

1. Click on the Share Folder Settings option to display the Shared Folder Settings windows shown
below:
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Shared Folder Settings

Prirnary Manager : bl-lta

—Shared Folder

Path |bl-tta_Linusx
—Primary User

Username II::I:::::rp‘xsli

Password I***********

Confirm Password I***********
I Secondary User

Username I

Password I

Confirm Password I

[n] 4 | Cancel Help

Enter the username prefixed with the domain name or machine name

Enter Password
Click OK

The Share Folder displayed in the Path will be created. This folder will always have the name of the
Manager machine concatenated with *_Linux” as the name.

If the Manager is in a domain, on clicking OK, LT Auditor+ will assign the necessary permissions for the
user specified. If the Manager is not in a domain, and if the user entered does not exist, the user will be
created on the local machine and appropriate rights will assigned to the shared folder.
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Installation of LT Auditor+ on SUSE Linux Machine

In order to install Agents, we would need to install the rpm package. Do the following to install the rpm

package:

1. Copy and paste the installation rpm package to the SUSE Linux server. This package can also be
put on a NSS volume associated with the SUSE server as shown below

]
File
® .
Back

Places w x

B voct
el oesiop
|:|Fln System
@N&mm Semvers
[ Foppy Ditve

(&) suzsiPz.001
b

G-

[Cioso0se

[210.6.058 on inum

*

. Up
B E‘i||med|.-!||nul 'muanm|

VOLSONYA - File Browaer

Edn  Wew Go Bookmarks Help

=

novel-ncpenc-5.1.4-0.5

commansgs, xd

"L TAudhar+8-9.0.3354,. 586 ipm” selecied (3702 KB)

&t =

Home T puried

novelncpenc5.1.40.5.6

=

bluekanoe Fip

2. Go to file and click on Open in Terminal and run the following command rpm -ivh
LTAuditor+9-9.0.xxx-0.i586.rpm.

‘ NOTE
The xxxx here represents the current release

3. Click enter
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(i |
> 4

Terminal — i m

Fie Edi View Terminal Tabs Help
linux-ss: /media/nss/VOLSONIYA # rpm -ivh --force LTAuditor+9-9.0.335~0.1586.rpm |+
FPreparing... SESEEAARARRANTHNARARI 4420 R0RNRNRNHERRS T100%]

1:LTAuditor+9 SESEELRAARRNNNEESRAR2 00 S SRR RRARARREHEERE [100%]
linux-ss:/media/nss/VOLSONIYA £ []

|

After the installation of the rpm package, /opt/bluelance folder is created along with following sub
folders:

® Jopt/bluelance/config
® Jopt/bluelance/bin

® Jopt/bluelance/ lib

¢ Jopt/bluelance/log

® Jopt/bluelance/inbox
* /Jopt/bluelance/mnt

* /opt/bluelance/temp

® Jopt/bluelance/outbox
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bluelance - F_ile' Browser:

dit View Go Bookmarks Hep

L
e. s . & 0 58 6 =

Back Relboad Home Computer
B S
Pl cons X Name v  Swze Type | Date Modified
D Q auditdata 3 tems folder Tue Feb 23 12:06:52 2010
b m bin 4 tems fokler Tue Feb 23 12:06:52 2010
P @ config S tems folder Tue Feb 23 12:06:52 2010
E‘@ Network Servers
— P @ inbox 0 tems folder Wed Feb 10 20:11:05 2010
Floppy Drive
@Suzsp2'001 b @ fib 1item fodder Tue Feb 23 12:06:52 2010
Eobus b m toa Oitems foker Wed Feb 10 20:11:05 2010
Bas
P g) mnt 0 tems foldder Wed Feb 10 20:11:05 2010
106058
10.6.0.58 on (nul) P m outbox 0 tems fokler Wed Feb 10 20:11:05 2010
b @ tmp 0 tems folkder Wed Feb 10 20:11:05 2010

9 tems, Free space: 5.3 GB

NOTE

When using LT Auditor+ for NSS File System, please ensure that that the Novell auditing
engine (Vigil) has been started. If the Vigil module has not been loaded, use the following command to
activate Vigil.

/etc/init.d/novell-vigil start
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Fie Edit Yiew Teminal Tabs Hel

linux-gs:/opt/bluelancesbin # /etesinit.d/novell-vigil start |
Loading vigil modules... Notifying NCP.., Notifying CIFS... |
linux=gs;:/opt/bluelances/bin # I

Starting LT Auditor+ Daemons on SUSE Linux

Run the following command.

/etc/init.d/Itaudit.rc start

Starting LT Auditor+ SUSE Agents on SUSE Linux Server for the first time

When starting for the first time, The LT Auditor+ agents on SUSE Linux will need to:
® Establish a connection to the LT Auditor+ Manager.
® Agent needs to be added to a SUSE Linux Agent Group on the LT Auditor+ Manager

Establish a connection to the LT Auditor+ Manager

When starting the LT Auditor+ daemons, for the first time, the user will be prompted for connection
information as described below:

1. Enter LT Auditor+ Windows Manager IP Address: <Please enter the IP address only of
the LTA Manager e.g. 10.0.3.4>
2. Enter LT Auditor+ Windows Manager Share Name: <Enter the name of the share as
discussed in above e.g machinename_Linux
3. Enter LT Auditor+ Windows Manager Domain Name: <Enter the Domain name of the
manager. If the manager is not in a domain enter the machine name e.g. BLMANGER>

4. Enter Username to Access Windows Share: <Enter Username to connect>
5. Enter Password for User: <Password>
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This agent is now ready to be added to the SUSE Linux Agent Group on the LT Auditor+ Manager.

Add LT Auditor+ SUSE Linux Agent to Agent Group on LT Auditor+ Manager

To Add Agents to SUSE Linux Agent Group, choose one of the following:
1. Click on System — New — Add Agent OR
Click on the toolbar icon: Add Agent OR
Right click on summary view -> Add Agent
Right click on SUSE Linux Agent Group, click Add Agent. The Agent window gets displayed.
Click on the Browse button. The Select Free Agents window will open

Ll

2 LT Auditor + Management Console

- &Y 12FER
New Manager Group
Windows Agent Group
Domain Controller Group Agent Name
] Member Server Group
Workstation Group
Suse Linux Agent Group

= Audit subSystems
] eDirectory Auditing Add Agent [x]
(] eDirectory Logon Auditing
1] NS5 File System Auditing Agent Name:

BT
Brawse..,

oK Cancel ] Help ]
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“( Select Free Agents | x|

Path : IH\WindDWSEDDS'\WindDwsZDDS_Linux

— Machines

1 {0

Einizh LCancel

Help

Stopping the LT Auditor+ Daemons

Run the following command to stop the LT Auditor+ daemons
/etc/init.d/Itaudit.rc stop

Fle Edt View JTemminal Tabs Hel

linux-ss:/opt/bluelances/bin 2 ./ltaudit stop
Stopping LT Auditor+ Process - id: 14359
linux-ss:/opt/bluelance/bin #
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Uninstalling LT Auditor+ SUSE Linux Package

Run the following command to Uninstall

Rpm -e LTAuditor+9-9.0.xxx-0.i586 for 32 bit OS
Rpm -e LT Auditor+9-9.0.xxx-0.x86_64 for 64 bit OS

70

‘ NOTE
xxx here denotes the current version of LT Auditor+ SUSE Linux installed.

Fle Edt Vew Teminal

Tabs

Hep

linux-ss:/media/nss/VOLSONIYA # rpm -e LTAuditor+9-9.0.335-0.1586
linux-as:/media/nss/VOLSONIYA # D

[4]
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APPENDIX A

Creating a Database
Overview

This appendix is intended to help LT Auditor+ users create the two databases necessary to run LT
Auditor+. These step by step instructions do not encompass all available information on database
creation. Should you need more information on SQL database creation, please access the following link:
http:/ /support.microsoft.com.For more information on creating an Oracle database, access:
http:/ /www.orafag.com. You may also contact Blue Lance customer care services with questions or
concerns.

LT Auditor+ v9 for Windows supports the following databases:

» Microsoft SQL (2005/2008)
» Oracle (9], 10g,11g)

Creating and configuring an LT Auditor+ database is done in the following 4 stages:

1. Creating the database

2. Creating database objects

3. Setting access permissions

4. Setting up database maintenance jobs

Two databases will have to be created for LT Auditor+. We call these the production database and the
archive database. The production database hosts audit data for a period of time, usually 30 days, after
which older data is moved to the archive database. The archive database hosts audit data for a longer
period of time, usually 60 days. The number of days each database can hold data is configurable.

*NOTE MSSQL Server Agent must be configured for auto start to ensure archive job can run.
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LT Auditor+ Database on Microsoft SQL Server 2005

Creating a Microsoft SQL Database

1. From the Start menu, select Programs — Microsoft SQL Server 2005 — SQL Server Management
Studio. SQL will prompt you to connect to the database engine.
2. Click Connect.

'.‘.' Connect to Server

iy Micmsalr

Microsoft iy Windows Server System
SQL Server 2005
Server type; | D atabaze Engine W |
Server name: [ELLIE-v35EFIKNZE v
Authentication: | Windows Authentication L |
25 = BLINCmbisy
o | |

Connect H Caticel H Help H Optionsg > ]

3. Once you have accessed the Management Studio, right click on the database node in the left pane
of the studio.

F.. Microsaft SOL Server Management Studio

Fla rdt W= Took  Widow  Commuaty  Help
e T TN YRy B v ey R B - ) I:fa_:ilﬁlsr_i

| Sunenary - x
T T I ez el
B L 100,45 (500 Server 90,1793 - LTAudker]) |
1= |y BLUE¥EEEFCKNIE [S00 Servar 9.0.1300 - ELINC)mhaan)
e 3 _| Databases
) Syt — < BLUE-F3EEFORNZ6IDNatabares & ten(s)
B [ s
& data ;
B L Hex 5. Name
& i roa 1 System Dekebases
o e 3 Dekabase Snapshuts
Tt | dabase
I
& [ Sarver Ackes ; 1 reage
[ Creentak I.ﬂ s
B (3 Servar Shects g rr
& (23 Replcabon
& L Manaeen

# (. Notficabon Serdces
[ 5 Sarver Agart [hgent 5P deskle]
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4. Select New Database.

B New Database

H[=] B3
S 15 Script - Lj Help
& General
4 Options -
_,%'4 Filegroups D atabase name: |LT Auditor+
Owner |<defau|t>

I Use fulltest indeving

[ atabasze files:

Logical Mame | File Tupe | Filegroup

[ Initial Size (MB) | Autogrowth

LT Auditor+ Diata FPRIMARY 2

LT Auditor+ ... Log Mot Applicable 1

Server
LTAUDITOR

Connection:
BLIMCHIkauditar

2¥ Wiew connection properties

Ready d I I

By 1 MB. unrestricted growth
By 10 percent, unrestricted giowth

D]

Add | Bemave |

ok I Cancel |
4

To configure the database, specify:
» Name of the database
»
»

database size:

Number of Audited Servers Database Size

Owner - Set as <default> unless you would like to specify otherwise.
Initial Size (MB) - Blue Lance recommends the following guidelines to determine the initial

Log File

(1/5th database size)
<25 Servers 500MB 100MB
> 25 Servers 1-5GB 200MB - 1GB
» Autogrowth - Leave the default setting (10%)
» Path - Check with your DBA to select a path for data files other than the default path.
5.

studio.

Click OK to create the database. Your new database should be displayed in the left pane of the
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Creating Database Objects

To create database objects for the LT Auditor+ database, the object creation script that ships with
LT Auditor+ will have to be run. This script will need to be run using the SQL Query Analyzer as
described below.

1. Select New Query in the toolbar seen in the upper left corner of the Microsoft SQL Management
Studio.

&+ Microsoft SQL Server Management Studio

Fle Edt view Query Project Tools  Window Community  Help
[ e Quers] | By | # 0 Ta | B |65 W 6 | B (B B B 98

. e e = ==
B i) | P Eee v B I3 W a2 | A7 27y | EAEEEY = 2
Object Explorer ~ & X BLUE-Y35BFQKN..SQLQueryLsql| Summary -

Connect + | 4J El

| 10.0.4.5 (SQL Server 9.0,1399 - LTAuditor) ~
| BLUE-V3ISBFQKM26 (SCL Server 9,0,1399 - BLINCYrahaun)
= [ Databases
[ System Databases
Database Snapshots

[ Database Diagrams
£ Tables
[ Views
(3 synanyms
[ Programmabiliy
[ Service Broker
[ Storage
= [ Security
= [ Users
(8, dbo
B, quest
L8, INFORMATION_SCHEMA
(A, svs
(& ana
[ Roles
[ Schemas
[0 Asymmetric Keys
[ Certificates
[0 Symmetric Keys
= [ Security
3 Logins
[ Server Roles |
[ Credentials
Server Objects
[ Replication

e
< | >

2 Connected BLUE-Y35BFOKN26 (3.0 RTM) BLINC\mhaun[52) | DB 00:00:00 0 rows

(3

Ready Ln1 Col1 ch1 NS

(P — [
74 start Inbo

2. Locate the object creation script if you are creating the production database or the archive object
creation script if you are creating the archive database. These scripts can be found in the LT
Auditor+ CD or from www .bluelance.com.

3. Open the production database script from the following folder:

\Database Scripts\Microsoft SQL\Production Database Scripts\ObjectCreationScript SP3.sql

-OR -

Open the archive database script from the following folder:

\Database Scripts\Microsoft SQL\Archive Database Scripts\ArchiveObjectCreationScript
SP3.sql

4. After selecting the proper script, SQL will prompt you to connect to the database engine again.
Click Connect.
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£® Connect to Server

Microsoft: A Windows Server System

SQL Server 2005

Server type: |Dataha$e Engine v|
Server name: El w |
Authentication: |Windu:uws Authentication w |

[ LConnect ][ Cancel H Help H Options »» ]

5. From the top left corner of the studio screen select the new LT Auditor+ database from the drop
down list next to the Execute button.

Note: Please be sure to select your new database from the drop down menu before running the script.
SQL 2005 will revert this setting to master after opening the file containing the script, but it must be set to

your new database in order to properly run the script.

6. Click the Execute button to run the script.

£ Microsoft SQL Server Management Studio

File Edit View OQuery Project Tools ‘Window Community Help

beauery [y BB b Sdd BB

3 ggw‘os - || Exeare | = BB o2 AL E°E I EEEEy S 2 =
Object Explorer = % X || BLUE-Y35BFQKN..tionScript.sql | BLUE-Y35BFOKN, . 5QLQueryl sal | Summary ~ X
Comnect 3 = 7 if exists (select © from dbo.sysohjects vhers id = chisct id (W' [FK_Rew |
— ALTER TABLE [tblsysFtrRemovabhleDevice] DROP CONSTRAINT FE_RewovableDev —
= [} BLUE-Y35BFQKNZE {SQL Server 9.0.1399 - BLINC|mhaun) co - 'm

=) [ Datshases
[ System Databases

£ Database Snapshots if exists isslect  from dbo.sysohjects whers id = cbiect id (N'[FK_Rpt

[ database ALTER TABLE [tblrptRptCars] DROP CONSTRAINT FK_RptCats_RptCats
= 1) oe GO
(# [ Database Disgrams
(® [ Tables if exists (select * from dho.syschiects vhers id = cbjsct id(N'[FK_RPT
* [ VYiews ALTER TABLE [thlrptRptQueries] DROP COMSTRAINT FE_RPTQRY_RPTCAT
[ Synonyms G0
[ Programmability
[® [ Service Broker if exists (select © from dbo.sysohjects where id = obisct id(N'[FK_Rpt
3 storage ALTER TABLE [thlrptRptEntities] DROP CONSTRAINT FK_RptEntities RptEnti
[ Securty co
| Maggie
| voe if exists (select © from dbo.sysobjects vhers id - cbiect id(N'[FK Bpt

1 msB

[ security

() [ Server Objects

[ Repleation

[# 4 Management

[ Notification Services
[ QL Server Agent (Agent ¥Ps disabled) GO

ALTER TABLE [thlrptRptQueries] DROP CONSTRATNT FE_RptQueries RptFiles
<]

if exists (select * from dbo.sysobjects where id = chisct id(N'[FK_Rpt
ALTER TABLE [thlrptRptStatements] DROP COMSTRAINT FE_RptStatements_Rpt

if exists (select * from dbo.sysobjects vhere id = chisct id(N'[FK_RPT
ALTER TABLE [thIrptRPTEwailCC] DROP CONSTRATNT FE_RPTEwmailCC_RprQuerie
GO

if exists (select * from dbo.sysobjects vhere id = chisct id(N'[FK_RPT
ALTER TABLE [thIrptRPTEmailTo] DROP COMSTRATNT FE_RPTEwmailTo_RptQuerie

GO
A
=] J 5
3 Connected BLUEY35BFOIKNZE (3.0 RTH) BLINCAmhaun (53] DB 00:00:00  Drows
Ready Ln1 Col1 ch1 NS

10:21 AM

This completes the creation of database objects for the LT Auditor+ database.
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Setting Access Permissions
Database access permissions are needed for the following LT Auditor+ applications:

» LT Auditor+ Manager - Permissions are required to insert audit data into the database
» LT Auditor+ Report Generator - Permissions to run reports.
» LT Auditor+ Manager Console - Permissions to configure LT Auditor+ settings

The following steps describe how to set up permissions for all LT Auditor+ applications:

1. Expand your new database node, and then expand the Security node. Right click on the Users
node. Select New User.

2 Microsoft SQL Server Management Studio

File Edt Wiew Tools ‘tWindow Community Help
Newouery [y R @B EBRES

o Summary| - X
Connect~ M = 7 T = WEP-a 4

[ 10.0.4.5(SL Server 9.0.1393 - LTAuditor)
B | BLUE-¥3SEFQKNZS (SQL Server 5.0.1339 - BLINCimhaun) G Users
= [ Databases

[ System Databases ELUE-V35BFQKN26i Datahases\DB| SecuritylUsers 4 Ttemis)
[ Database Snapshots

Hame Created

(B dbo 4/8/z003

1, quest 4/8/2003

[ 2 THFORMATION_SCHEMA 10/14/2005
[ Database Diagrams [Bsys 10/14j2008

[ Tables
[ views
3 synonyms
[ Programmability
[ Service Broker
[ Storage
B (3 Security
El=1 %ﬂ
L
2
(
(R Refresh
(1 Roles’
Schemas
Asymmetric Keys
Certificates
(23 Symmetric Keys
= [ Security
3 Logins
[ Server Roles
[ Credentials
Server Objects
[ Replication
[ Management
(3 Motification Services
SQL Server Agent (Agert #Ps disabled)

Ready

i4 start B . orer + | i 3 i ? €)% 10:01 At
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_' Database User - New

Select apage P G
cript = Hel
2 General ; P m i
4 Securables
A Evtended Properties Lser name: |ana |
(& Login name: |ana | D
Default schema: |db0 | E]
Schemas owned by this uger:
Owned Schemas ~
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner
db_zecurityadmin
auet -
g .
BEHEE[Y35BFQKN2B D atabase role membership:

. Role Members »~
Connection: -
ELIMChmbaun [0 db_datawriter
_‘!} “igw connection properties [ db_ddladmin

[ db_denydatareader
db_denydatawriter
db_owner
Ready N N
[ db_securityadmin
v
(a]8 ] [ Cancel

2. Fill in the user name and login name. If you want to give this new user full permission to access
LTA+, set the default schema to dbo. Then, in the field labeled Schemas owned by this user,
check the box next to db_owner. In the field labeled Database role membership check the box
next to db_owner.

3. Click OK.
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Configuring Maintenance Jobs

1. Under the SQL Server Agent node in the left pane of the SQL Management Studio, right click on

Job and select New Job.

icrosoft SQL Server Management Studio

File Edt View Project Tools ‘Window Community  Help

ANewouery | [y (B{H S 0 G H@ B ERESR

w2

Comrect~ | @ m (4 T

= [ § BLUE-Y3SBFCKN2S (SGL Server 9.0.1399 - BLINC|mhaun)
= [ Databases
[ System Databases
[ Database Snapshots
|| database
|J o8
| Maggie
| mos
|J msB
= [ L1A Archive
[ Databass Disgrams
[ Tables
[ Views
[ Synanyms
[ Programmahility
3 Service Broker
[ Storage
[ Security
(3 Security

~“BLUE-Y35BFQKN... SQLQuery3.sql | BLUE-Y35BFQK

il L& WG RSN S

.. 5QLQueryz.sal | -

TUSE [LTA Archive]
GO

FrETETE Ohject:
SET ANSI_NULLS ON
GO

SET QUOTED IDENTIFIER OFF
GO

EES

StoredProcedurs [dbol . [usysa_hrchivelllData) Serip

CREATE PROC [dbo] .

EXEC usysa_lrchiveReportSettings BSour

Datab ., BSour

BEGIN TRAN
EXEC usysa_ArchiveADAData BDaysOld , BSourcebatabaseName_, BSource
IF @beleteData - 1

BEGIN
[ Server Objects
3 Replication EXEC usysa DeletedDilata @Daysoldﬁ, @SD“[CEDBCBhBEENBIﬂEi,
3 Management COMMIT TRAN
[ NotiFication Services END
= [F 5QL Server Agent ELSE
i) COMHIT TRAN
T IPA panage schedules BEGIN TRAN
L3 Alerts  panage Tob Categories EXEC usysa ArchiveATAData BDaysold , BSourceDatasbaseName , BSource
3 Oper IF EDeleteData = 1
3 Proxi Yigws History BEGIN
D Errar Filter » EXEC usysa DeletelTiData @Daysoldﬁ, @SDU[CEDBtBhBSENamai,
COMMIT TRAN &
Refresh & | a
2 Connected. BLUE-Y35BFOKN2E (SO RTM] | BLINCwmhaun (54) | LTAArchive | OD0G00 O rows

2. The General page will be the first to open in the New Job window. Specify the name of the new
job and its owner. Leave the category as default. Write a description of the new job in the

Description box.
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EB New Job =13
— 5 Script - w Help
A
E‘: gtc:ehp:dules Mame: |Archi\-’al and Deletion Job |
::: :loet[itfiscations Lares |BLINC\mhaun | D
& Tages Category: |[Uncategorized [Local)] v| D
Description: Archive data from LTA+ production database to archive databaze.

Delete production databaze data.

Server.
BLUE-Y35BFOKN2E el

Cornection:
BLIMC\mhaun

2 View connection properties

Ready

[ Ok l[ Cancel ]

@

Next, click on the Steps page in the Select a page area of the job properties box. Click New...
4. In the Job Step Properties window, name the step you are about to create. Leave the type as
Transact SQL script (T-SQL). Under Database, select the archive database that you have already
created from the drop down menu. In the command window, begin by typing in the following:
EXEC usysa_ArchiveAllData
@DaysOld_=* -In place of the asterisk, enter the number of days old the data you
are archiving should be before it is moved from the production database.
@SourceDatabaseName_=“*" - Instead of the asterisk in the single quotes, type the
name of your LTA+ production database.
@DeleteData=* - - If you were to enter 1 in this field in place of the asterisk, the data
archived would then be deleted from the production database. If 0 were entered, no
would be deleted.
@SourceSchemaName_=‘*“ - Instead of this asterisk, type the name of your database
schema.

An example of this sequence with all of the fields filled in with common values is as follows:
EXEC usysa_ArchiveAllData
@DaysOld_=30,
@SourceDatabaseName_= ‘LTA Production’,
@DeleteData=1,
@SourceSchemaName_= “dbo’
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IE8 Job Step Prope
Select a page

Server,
BLUE-r35BFUKNZE

Connection
BLINC\mhaun

33 view connection properties

Progiess

Ready

s - Archive and Delete

Help

5 Sorpt

Step name:

|Arch\ve and Delete

Tupe:
| Transact-SOL script (T-S0L) v |
Bun as:
| v

Database | LT4 Archive |

. EXEC usysa_gichivedlD ata
Command: @Daysid_= 30
@SourceDatabaseName_= LTA Production'
Open... @DeleteData: 1

Select All
Copy
Paste

Parze

@SaurceSchemal ame_= 'dbo’

Select a page
General
Steps
Schedules
Alerts
Motifications

g Targets

Server:
BLUE-Y35BFOKNZE

Connection;
BLINCAmhaun

3 View connection properties

Progress

Ready

EE Job Properties - Archival and Deletio

S Script = Help

Job step list:
St Mame Type On Success | On Failue
Move step: Start step:
+ ||+
Hew Insert Edit Delete

5. Click OK. Then, under the Job Properties window, select the Schedules page. Click New...
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EE Job Properties - Archival and Deletion Job

2 General 5 Seript ~ [ Help

ﬁ] Steps
[l 5 chedules Schedule list:
ﬁ] Alerts
& Natfications
12 Targets

D Mame Enabled Drescription

Server
BLUE-Y35BFOKNZE
Connection:
BLINC\mhaun

gj “Wigw connection properties

Feady < >

The Schedules page would contain the following:

1. Name your new job schedule.

2. Choose Recurring as the Schedule type if you want this job to run automatically at a scheduled
interval.

3. Choose the frequency with which you would like the job to occur.

4. When selecting a daily frequency you may choose to have the job run either every 1 day, every 2
days, and so on by changing the number in the box next to Recurs every.

5. Under the Daily frequency section, you may choose to run the job once a day, or once every
several hours starting and ending at chosen times depending on your company’s needs.

6. When running the job once daily, most users choose to configure this job to run at a time when
there is little to no activity in the enterprise.

7. A verbal description of the schedule you have configured will show in the bottom of this window
under the heading Summary. Once the job schedule has been configured to your needs, click
OK.
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ew Job Schedule

Mame:

Schedule type:

Frequency

Oceurs:

Recurs every:

Daily frequency

() Oceurs even:

Diiation

Start date:

Summary

Description:

(%) Decours once at:

|arch\ve and delete schedule

| Recuring

v| Enabled

[ a8 |

[Daily |

1 2] day

foconsmM 4

1/ 8/20028  »

Starting at;
Ending at:

() End date:
(%) Mo end date

[zowan <]
EETEE

[/ 2008 ~]

Occurs every day at 1:00:00 AM. Schedule will be used starting on 1/3/2008.

0k H Cancel ][

Help

7. In the Job Properties window, click OK. The new job will take a moment to be saved, and the
window will close. In the Management Studio, your new job should appear in the left pane
under the Jobs node.
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Archival and Deletion Joh

S Seript Ej Help

ab Propertie:

Select apage

2 General

Schedule fist:

2 Nofifications D MName Enabled Description
é‘ Targets 2 archive and delete schedule es Oeccurs every day at 1:00:00 &M. Sche

Server:
BLUE-Y33BFOKN2E
Cornection:
BLINCYmhaun

B3 Wiew connection propertiss

Ready < il | >

[ Hew N ] [ Edt ][ Bemove |
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Configuring Maintenance Jobs Using SQL Server 2005/2008 Express

To configure a scheduled maintenance job in SQL Server 2005/2008 Express, you must create a batch file
that will be run by Windows Scheduler. This process begins by creating a text file that includes the job
information necessary to archive data from the production database to the archive database, and delete
from the production database if desired. You will then create a batch file containing that sequence of
switches necessary to run the stored procedure in the text file in SQL 2005 Express through a command
prompt. That batch file can then be configured to run on a regular basis through Windows Scheduler

thus regularly running the maintenance job.

1. Create a text file named sql.txt in the Notepad application.

] sql.txt - Notepad E|@|E|

File Edit Format Yiew Help
EXEC usysa_sarchiwveallData
@sourceschemarame_ = 'dhbo',

@oeleterata = 1,
@haysold_ = 30

Bsourcebatabasename_ = 'LT_aAuditoos',

SQL.TXT
The sql.txt file should contain the following information:

EXEC usysa_ArchiveAllData

> @SourceSchemaName_=‘*" - Instead of this asterisk, type the name of your database

schema.

» @SourceDatabaseName_= * * * - Instead of the asterisk in the single quotes, type the

>

name of your LTA+ production database.

@DeleteData= * - - If you were to enter 1 in this field in place of the asterisk, the data
archived would then be deleted from the production database. If 0 were entered, no data
would be deleted.

@DaysOld_=* - In place of the asterisk, enter the number of days old the data you are
archiving should be before it is moved from the production database.

An example of this sequence with all of the fields filled in with common values is as follows:

EXEC usysa_ArchiveAllData
@SourceSchemaName_= ‘dbo’,
@SourceDatabaseName_= ‘LTA Productior,
@DeleteData=1,

@DaysOld_=30
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[ Save ]

[ Cancel ]

Save jr | (& Desktop
B @My Documents
@ :} Iy Computer
My Recent ‘QMV Metwark Places
Documents |-2)DB screen shots
?_—:7 (D)impartant documents
& |os
Desktop E saltxt
My Documents
My Camputer
" File name: |sq\.txt
My Nebwork Gave az tupe: | Text Documents [*.tst]
Encoding: |ANSI

2. Create a batch file named sql.bat in the Notepad application.

B Untitled - Notepad
File Edit Format View Help

sglemd -E -d "LTA archive” -1 "C:\Documents and settings\mhaun\Desktop\sql.txt"| |

SQL.BAT

This is the sequence of switches for the SQL batch program:

sqlemd -E -Sblue-labsqlexp01 -dlt_archive90 -ic:\ sql.txt

Individually, these switches are as follows:

sglemd -This is the command that runs the process.

-E -This is the command that runs the process with NT Intergraded security so no user
name or password is required. Should you want to use username and password
security, substitute the switches -U and -P, followed by your username and password

respectively.
-55QLserverName -Enter -S then your sql server name using no spaces.
-dDatabaseName -Enter -d then the database name using no spaces.

-IC\SQL.TXT -This is the path for the text file (sql job script).
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Enter -1 then the path using no spaces. Blue Lance recommends keeping the path very
simple.

Savein |3 SOL vl & & i m-

Y "E_&I sl.kxk
1

Iy Recent
Documents

i
e

Desktop

My Documents

8
My Computar

‘(\ File name: sql.bal i Save
0 ; — —
My Network | Save as bype: Test Documents [*.tx) v

Encoding: AMSI |

3. This sequence will be run from the command prompt window, so to test for syntax errors and
ensure that the sequence runs properly, copy the sequence from your batch file and paste it into
the command prompt.

4. Press enter to run the sequence. The following should appear if the sequence is entered and run

properly:

¢+ Command Prompt | % i

icrosoft Windows XP [Uersion 5.1.26061 ] -
(C> Copyright 1985-2801 Micresoft Corp. — |

:\>sglcmd —E —-d "LTA Archive" —i "C:\Documents and Settings\mhaun\Desktop\sgl.t
v
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(@ rouws affected>

(@ rouws affected>
IGPA Data earlier than Dec 12 2087 3:48:20:673P will bhe deleted

(@ rous affected>

(@ rows affected>
L5A Data earlier than Dec 12 2887 3:48:28:6923F will be archived

(@ rouws affected>

(@ rouws affected>
L5A Data earlier than Dec 12 2887 3:48:28:693PF will be deleted

(@ rous affected>

(@ rows affected>
LTA+ Processed Data earlier than Dec 12 2087 3:48:28:693F will be archived

(@ rouws affected>

(A rouws affected>
LTA+ Processed Data earlier than Dec 12 2007 3:48:20:693P will bhe deleted

(@ rous affected>

(@ rows affected>
IMEL Data earlier than Dec 12 20687 3:48:20:693F will be archived

(@ rouws affected>

(B rous affected>
EL Data earlier than Dec 12 2087 3:48:28:6%3P will he deleted

(@ rous affected>

affected)
Data earlier than Dec 12 2887 3:48:28:693F will be archived

affected>

affected
Data earlier than Dec 12 2887 3:48:28:693PF will be deleted

affected?

(@ rows affected>
RDA Data earlier than Dec 12 2087 3:48:20:693F will be archived

(@ rouws affected>

(@ rous affected>
RDA Data earlier than Dec 12 2887 3:48:28:693PF will be deleted

(@ rows affected>

G

5. Once you have created both batch and text files successfully, open Windows scheduled tasks.
Double click on Add New Task to start the wizard. Open the file name for the SQL batch
program.
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| Fle Edt view Favoites Tools  Advanced  Help

& Scheduled Tasks

J ek~ ) - (T | O search [ Folders

% 7 X

K, ‘ EEN @ Folder Sync

| Address [ scheduled Tasks

Name [ schedule | ext Run Time | Last Run Time | Status

Last Result | Creator

T add Scheduled Task

Scheduled Task Wizard

Click the program wou want Windows b mn.
To se mote programs. click Browse.

L

Application [ version [«]

e Microsoit NET Framework 1.... 1.0.5000.0
(8] Microsoft Clip Drganizer

P Micrasoit Ineractive Training 35,0, 118
F Microsoft Office 2007 Langu...

[ Microscit Dffice Access 2007

B Microsoft Office Diagnostics

2 i £ M Eviond 1007

Browse...

—

Select Program to Schedule ﬂﬂ

Look in: [ < Local Disk (C:)

H o2

El

<Back teds | cancel

File: name:

Files of type:

e
2] vP_CALLETRL log.bxt

Desktop

S [T

[salbat

[Programs

El
El

Open I
Cancel ]

6. Name the job and select the frequency with which you will configure how often the batch is run.

File  Edit View Favorites Tools Advanced Help

I Scheduled Tasks

REE]

G

Oﬁatk ~ O - ‘Lﬁ pﬁearth (" Folders

| (27 X Q‘v|@hﬂdersm

address [ scheduled Tasks

B

Name_= [ schedule [ Wext Run Time [ Last Run Time | Status

Last Result | Creator

| =] add Scheduled Task

the same name as the progiam name.

Scheduled Task Wizard x|

Type & name for this task. The task name can be

=
Perform this task:

& Daly

 weekly

© Monthly

™ DOne time only

€ wihen mp camputer starts
© hen| log on

< Back I MNest > I

Cancel

7. Select the time the batch will run.

Click Next.
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& Scheduled Tasks

File Edit Wiew Fawortes Tools  Advanced  Help

Qe - - (¥ @ (Rl Sz

adirass [[) schedued Tasks

) seanh || Folders | | 5 X 9 | )

Mlamme_~ [ schedule: [ Mext Run Time [ Last Run Time | Status | Last Result | Creator [
| T2] add scheduled Task

Scheduled Task Wizard x|

Select the time and day youwank this task to star.

Start time:
o=

Pertarm this task:

& Every Day
© Weekdays
Coevey [T = das

Start date:

11172008 *

Cancel

< Back I Next » I

8. Enter a valid user name and password that will allow access to the batch file.

Scheduled Tasl

| Fle Edt Vew Favortes Took Advanced Help
Oaa(k - O - L’i |piear[h u“‘ Folders |$’ e X Q | - @Fu\der Sync

address [[4) scheduled Tasks

B2

Name_~ [ schedule [ ezt Run Time [ Last Run Time_| status [ tast Resul [ Creater I

[2] Add Scheduled Task

Scheduled Task Wizard ﬂ

Enter the name and password of & user. The task wil
1un ¢ if It wers start=d by that user

ELINC\MPACK,
seneee
sesses

IF @ password is not entered, scheduled tasks might
ot run.

Enter the user name:
Enter the password

Confim password

< Back I Next » I

Cancel
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9. If created correctly you should see a scheduled job entry as shown in the window below.

[(Er i

Fle Edt Vew Favorkes Toods Advanced Help | &
Qe - © - [ |pﬁaar(h [ Poers | |5 (3 X 6) | - | ) Folder sync

| Address ) scheduled Tasks =l B

Name_* [ schedule [ Wext run Time [ Last Run Time | Status [ Last Result [ Creator [

At 1110 AMewery . 111000 AM ... Mewer 0x0  MPACK
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Creating the Database
Oracle

Create the database which will be used for LT Auditor+ for Windows 9.0 using the Database
Configuration Assistant. For help, please contact your Oracle DBA.

Setting Access Permissions

1. Click on the database. The following screen will pop up:

& Database Connect Information ﬁ[

OnacLe EnTERPRISE MANAGER

Username: |

Bassword: l

" Senvics'  [LTABDB BLTRAINZ 2K3AD.COM |
-"‘.r-‘.-l

F
=

Connectas: | Mormal -

-

[ Save As Local Prefarred Credentials

i e |_C-ancelj'| _ Help. )

2. Connect to the database using the System account and connect as SYSDBA.

Database Connect Information i[

OnacLe EnTERPRISE MANAGER

Username: |system

Bassword: i“‘“‘*‘“‘*“‘*

 gewvice:  [LTAIDBBLTRAINZ_2K3AD COM |
& i

F
=

- .
. Connectas: [BYSDEA =

[ Save As Local Prefarred Credentials

i e |_C-ancelj'| _ Help. )

3. Click on the database; go to Security — Users — Create.
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4. Enter the name and password for the user you would like to create.

92

SR Metwork
=) SO Datahases
ELTA9 BLTRAIN2_2K3AD
@ LTASCJBLTRAINZ_2KZ
SHaAs LTASDB BLTRAINZ_2K:

@B instance

|Account Status

| Expire Date | Default Tablespace Temporary Tablespace Profile

CLE

Enterpriseianager

Bistart| (3 &

Creakte User - systen

General

Name: [BLADMIN
ﬁ Profile: | DEFAULT

Enter Passward:

Save List

&0 Privieges to User(s).
Assign a Profleto User(s).
Chenge Management

Find Database Objects.

e-JascoTT

EXPIRED & LOGKED 13-Nov-2008 SYSAUX
EXPIRED & LOCKED 13-Nov-2008 SYSAUX
OPEM SYBAUX
EXPIRED & LOCKED USERS
EXPIRED & LOCKED 13-Nov-2008 SYSAUX
EXPIRED & LOCKED 13-Nov-2008 SYSAUX
EXPIRED & LOCKED 13 Nov-2006 USERS
EXPIRED & LOTKED 13-Nov-2008 SYSAUX
OPEM SYSAUX
EXPIRED &LOCTKED 13-Nov-2008 SYSAUX
EXPIRED &LOCTKED 13-Nov-2008 SYSAUX
EXPIRED &LOTKED 13-Nov-2008 SYSAUX
EXPIRED & LOCKED 13-Nov-2008 SYSTEM
OPEN

EXPIRED & LOCKED 13-Mov-2008 USERS

SCHEMA EXPIRED £ LOCKED 13-Nov-2006 SYSAUX

OFEN SYSTEM
OFEN SYSAUX
OFEN SYSTEM

EXPIRED & LOCKED 13-Mov-2008 SYSAUX
EXPIRED & LOCKED 13-Mov-2008 SYSAUX
EXPIRED & LOCKED 13-Mov-2008 SYSAUX
EXPIRED & LOCKED 13-Novw-2008 SYSAUX
EXPIRED & LOCKED 13-Novw-2008 SYSAUX

] Document1 - Microsoft ... || 58 Oracle Enterprise Ma..

TAIDBE.BLTRAINZ _ZK3

TEWP
TEWP
TEWP
TEWP
TEWP
TEWP
TEMP
TEMP
TEMP
TEMP
TEMP
TEMP

TEMP
TEMP
TEMP
TEMP
TEMP
TEMP
TEMP
TEMP
TEMP
TEMP

DEFAULT
DEFAULT

MONITORING_PROFIL|

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

_ Authentication [Pagswnrd

|

Confirm Password: =]

[ Expire Password Mawve

Default:

~— Tablespaces

| UsERS

Temparary: [TEMP

Status

 Locked

® Unlocked
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5. Go to the Role tab and give the user the Connect role.

# Oracle Enterprise Manager Console
File Mavigator Ohject onfiguration Help

SRR Metwork
S ODatahases

Available

EBIX

ORACLE
Enterpriseflanager

B LTAVE_10.0.6.65- sysman

£0_ADMINISTRATOR_ROLE
B nstance AO_USER_ROLE

@, Schema AUTHENTICATEDUSER

& 8 Securiy CONNECT

S0 eers ) femuer

5 B ANORYMOUS .

DEA
DELETE_CATALOG_ROLE
L || DMUSER_ROLE
- CTHEYS 1l | DM_CATALOG_ROLE
- & DESNMP * | |EsBCLIENT
800 | |EXECUTE_CATALOG_ROLE
& | EXP_FULL_DATABASE
> DMEYS

oo EXFEYE
o MDDATA || Granted

> B8 MDGVS Role Adrnin Option

Default

v

> OLAPSYS

> ORDPLUGING

o8 ORDSYS

> OUTLN

> & PUBLIC

o B SCOTT

- S 51_INFORMTH_SCHEMA

5§ 5vs

E:
:

&

&

&

:

:

:

&

- MOMT_vIEW COMNECT x
&

&

&

:

:

:

:

&

B Sraman

6. Go to the System tab and give the user the following permissions:

Create any procedure
Create sequence
Create table

Create trigger

Create view

O O O oo
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v Uracle Enterprise Manager Console

Elle [y Mguration Help

S ODatabases
2 4 LTAYE_10.0.4.65 - sysman
#a 9—? Instance
P Schema
J-S& Security

- ers

Sy LTANE_ 100465 - Sysiman
Instanco
Sehema

8. Go to SQL Plus and log in.

CEX
ORACLE

Enterprisafianager

ADMINIETER DATABASE TRIGGER

ADMIMIETER SOL TUNING SET
(ADVISOR

ALTER ANY CLUSTER

ALTER ANY DIMEMSION

ALTER ANY EVALUATION CONTENT
ALTER ANY INDEX

ALTER ANY INDEXTYPE

ALTER ANY LIBRARY

ALTER ANY MATERIALIZE D VIEVY

arited.
‘System Privilege

ADMINISTER ANY SOL TUNING SET

ADMINISTER RESOURCE MANAGER

|

Al

CREATE ANY PROCEDURE

| |CREATE SEQUENCE
|| CREATE TABLE

CREATE TRIGGER
CREATE VIEW

i '__lt
Tabsacpace

 Quotasize

EVERLL

EYETEW
TEWF
LURDOTEET

=nore

=i

Rl

= Orse
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Creating Database Objects

il Windows Servor

Once the database is created, run the script from the following location on the CD:

Tock v A

¥ A Gk Chiecta o SAE ol

T QudiTiies b g} o
|70 Ttegrated Morogenent Taks b 3 Cvackl ODEC el

2] orack

2] Cra0lEDeE Doomentaan

\Database Scripts\Oracle\ObjectScripts.sql

Running this script will create all the necessary tables, stored procedures and views required by LT

Auditor +.

# Oracle SQL*Plus

Fle Edt Search O

SQL=Plus: Release 9.2.8.1.8 - Production on Hon Hou 13 14:46:53 2005

Copyright (c) 1982, 2802, Oracle Corporation.

Connected to:

A1l rights reserved.

Oracle Database 169 Enterprise Edition Release 10.1.8.2.8 - Productien
With the Partitioning, OLAP and Data Miming options

SQL> @'C:\Documents and Settings\Administrator\Desktop\Oracle\ObjectsCreationScript.sql|

|
Bistart| (3 &

Document1 - Microsoft ... || &3 Oracle SQL*Plus

inixi

TRUEBND zsm
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Configuring Maintenance Jobs

The following steps show the processes of running the data archive and deletion script and the delete
archive data script using Oracle 9i or 10g. The archive and deletion script may be run using a set date
range. Please note that when running that script a public database link must first be created in the archive
database which points to the production database. Alternatively, the database link may be pointed to the
production schema in the same database as the archive schema. You may enter a start date and end date
to specify the archive and deletion parameters. For instance, you may enter the start date as 1/1/2000
and the end date as 7/1/2000; the archive or deletion will begin on your specified start date at exactly
12:00:00 A.M. and will terminate on your specified end date at exactly 11:59:59 P.M. The delete archive
data script deletes archived data when it reaches a certain number of days old as specified in the
executable script.

To run either script on Oracle 10g, please follow the sequence of steps below:

1. Go to Start — All Programs — Oracle - OraDb10g_homel — Application Development —
SQL Plus

Adminisiraior

g Manage Your Server g’ My Computer
P
)\/ windows Explorer E’ Contral Panel

@i Adrniniskrative Tools

& Windows Catalog

. =]
“ Windows Update

Accessories
Administrative Tools
Microsaft OFfice
Netwark Associates
Mowell {Common]
Startup

Wiare

4 Internet Explorer
@ Outlook Express

_. Remote Assistance

*r r vy vy v v ¥

Oracle Data Provider For JNET Readme

3 5 Oracle Objects For OLE Class Library Help
@ Integrated Management Tools r ﬁ‘ Oracle Objects For OLE Help

Oracle Installation Products 3 @ Oracle Objects For OLE Readme

E—Q Oracle ODEC Help
W OraOLEDE Readme

All Erograms 'I omel  k @ Release Documentation

Log Off E Shut Down

Oradle - OraDbl0g

| start | |

2. This will direct you to the Log On screen, where you will need to enter the User Name,
Password, and Host String that has privileges to the schema.
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+ Oracle SQL*Plus =[O ]
Fle Edt Search Options Help
Log0

User Name: system

Passwort d: e

Host String: archive]

0K | Cancel |

#stan | | ?Eﬁﬁﬂ

3. Once you have logged on successfully, SQL Plus will connect to the database and allow you

to type in the executable procedure that will run the archive and deletion script

#* oracle SQL*Plus
Fie Edit Search Options Help

SOL*Plus: Release 10.1.8.2.8 - Production on Tue Sep 18 12:22:33 2087

Copyright (c) 1982, 2004, Oracle.

Connected to:

All rights reserved.

Oracle Database 18g Enterprise Edition Release 18.1.8.2.0 - Production
With the Partitioning, OLAP and Data Hining options

[T

JS[=1 E3

.

4 7/

4. Type in this executable procedure to copy data from the production database to the archive

database and delete the copied data from the production database:

EXECUTE USYSA_ARCHIVEALLDATABYDATE ('01-Jan-2007’, '01-Feb-2007’,'LINKTOLTA’,1);
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#* Oracle SQL*Plus = 3
File Edit Search Cptions Help
SQL*Plus: Release 18.1.8.2.8 - Production on Tue Sep 18 12:22:33 2067 :j

Copyright {c) 1982, 2864, Oracle. All rights reserved.

Connected to:
Oracle Database 18g Enterprise Edition Release 18.1.8.2.8 - Production
With the Partitioning, OLAP and Data Mining options

SOL> EXECUTE USYSA_ARCHIVEALLDATABYDATE {'B61-Jan-2007', ' 01-Feb-2007', LINK2LTA' ,1);]

A H

To perform the same function using age of data as the defining parameter, type in the following
executable procedure:

EXEC usysa_ArchiveAllData
DaysOld_=>*, - In place of the asterisk, enter the number of days old the data you are
archiving should be before it is moved from the production database.
SourceDatabaseName_=>’ * *, - Instead of the asterisk in the single quotes, type the name of
your LTA+ production database link.
DeleteData=>* - If you were to enter 1 in this field in place of the asterisk, the data archived
would then be deleted from the production database. If 0 were entered, no data would be
deleted.
These parameters may be entered in the list style as shown above, or as a string of parameters separated
by commas without their parameter named listed, as shown below:

EXEC usysa_ArchiveAllData (30, 'LTAProd’, 1)
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# Oracle 5QLPlus
File Edt Sestch Options Help

SOQL*Plus: Release 18.1.8.2.8 - Production on Thu Har 28 14:43:52 2068

Copyright (c) 1982, 20884, Oracle. All rights reserved.

Connected to:
Oracle Database 10g Enterprise Edition Release 18.1.8.2.8 - Production
With the Partitioning, OLAP and Data Mining options

SQL> EXEC usysa_ ArchivenllData (38, ‘LTAProd*, 1)

|

= E3

Ll_é_!,

To delete data that is a certain number of days old from the archive database, type in the following

executable procedure:

EXEC usysa_DeleteArchiveData (*); where the asterisk represents the number of days that data must

have been stored in the database before it may be deleted.

# Oracle SQL*Plus

file Edit Search Options Help

SQL*P1lus: Release 9.2.06.1.0 - Production on Fri Mar 14 14:50:29 20063
Copyright {c) 1982, 2862, Oracle Corporation. All rights reserved.
Connected to:

0racle Database 18g Enterprise Edition Release 10.1.8.2.0 - Production

Wwith the Partitioning, OLAP and Data Mining options

SQL> EXEC USYSA_DELETEARCHIVEDATA (386);

K|
& 5tart| ey} | 15 w:yQA Shaging and Relea... | £ ¥:1,0A Staging and Relea... | &2 Oracle SQL*Plus

(1) (8 2:51 M

>
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Getting Technical Support

If at any time you require technical support on the product, or you have technical support
questions that this document does not cover, you can contact Blue Lance.

CONTACT METHOD | ADDRESS OR NUMBER DESCRIPTION

Phone 800-856-BLUE or 800-856- Technical support hours are Monday —
2583 in USA Friday 8:30 to 5:50 CST.
(713) 255-4800 outside USA

Emall support@bluelance.com
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