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Special Conventions

The following special icons are used in this document to alert the reader to important pieces of
information:

Icons Description

WARNING: Alerts the reader to a potential action, practice, or situation that can

result in major damage to data or the system. Damage is permanent and irreversible.
Results may be contrary to what is expected or intended.

1)) CAUTION: Alerts the reader to a potential action, practice, or situation that can
result in minor damage to data or the system. Results may be contrary to what is
expected or intended.

NOTE NOTE: Extra or supplementary information that needs to be emphasized to the
reader. Can provide further context, instructions, or understanding
.r-"_“"‘x,l
\I I|' TIP: Useful tips or pointers that can help the reader while they are using the product
TIFP or this document.
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Chapter 1 - About the Document

This chapter provides a general overview of this document and contains following major subsections.

* Document Purpose
*Document Audience

* Document Scope

* Using this Document

* Getting Technical support

Document Purpose

This document is intended to serve as a document that best describes the procedures and steps for
Installing LT Auditor+. It focuses on the pre-requisites, system requirement and pre-installation of LT
Auditor+.

Document Audience

This document is intended for the following users:

Team or person responsible for using the LT Auditor+ application
Team or person entrusted with deploying LT Auditor+ in the environment

Document Scope

The scope of this document includes information that will help you understand the
functionalities of LT Auditor+.

The scope includes the following major topics:

® Description of key features
® Details on configuring and using LT Auditor+
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Using this Document

This section explains the Installation and Configuration of the LT Auditor+.

Document Structure

The document is divided into the following chapters:

Chapter | Description

About the Document Provides information about this document, including
what it is used for, who should read it, what it contains,
how it is presented and how it is used.

About LT Auditor+ Configuration Guide Provides information about LT Auditor+ configuration,
deployment and management of audit policies.
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Chapter 2 - LT Auditor+
Workspace

This section will provide detailed steps to show you how to use LT Auditor+ Security Management
Console to configure your workspace.

Connecting to the Workspace

1. To launch the Security Management Console click Start — All Programs — Blue Lance, Inc —
Management Console.

The first screen prompts you for the database connection information. This lets you connect to the
workspace that you need to configure.

| - You must be authenticated to (have credentials to access) the workspace

For SQL (Management Console):

Database Connection Details

Database Type

= .
- Microsoft SQOL Server -

Microsoft SQL Server Settings

2. Select Microsoft SQL Server for database type.
3. Provide Server ID.
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Provide Database Name.
Select Use NT Integrated Security OR User Name and Password.

If User Name and Password is selected, provide the User Name and the Password.
Click OK.

N o U

For Oracle (Management Console):

Database Connection Details

Database Type

—
. Oracle -

Oracle Settings

Select Oracle for Database Type.
Provide Host String.

Provide User Name

Provide Password.

Click OK.

AR
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The Management Console will be launched as soon as you are authenticated to the workspace as
displayed in the screen below:

£ LT Auditor+ Management Console M
© System Options Help

ﬂ Configured filters for Agent Group

% Data Rollup

Authorized Users Hame Date of Creation Filter Type Filter Status

2[4 Audit SubSystems New Active Directory Filter Staternent 4/10/2007 1:22:46 M Include Enabled

=33 LTA Manager Group 2 New Group Policy Filter Statement 4/10/2007 1:22:50 PM Include Enabled
Data Rollup New Logon Server Filter Statement 4/10/2007 1:22:54 PM Include Enabled
Authorized Users New File System Filter Statement 4/10/2007 1:23:06 PM Include Enabled

&[4 Audit SubSystems New Native Event Log Filter Statement  4/10/2007 1:23:14 PM Include Enabled

= 8 Agent Group New Removable Device Filter Statement 4/10/2007 1:23:21 PM Include Enabled

Data Transfer

4 (BA| KT} | |

Curently i User: BLTRAINS.

N

The Management Console is divided into two views. The left pane shows the currently configured
workspace with the workspace name as the root node of the tree. Below the root nodes are the Manager
Groups and Agent Groups of the workspace. The right pane displays the details of each node highlighted
on the left side.

Select the workspace root node in the tree to display all the Manager Groups and Agent Groups in the
pane on the right side.

Manager Groups

Manager groups cannot be created using the Management Console. These groups are created when you
install the LT Auditor+ Manager as discussed in the LT Auditor+ Installation guide. A workspace can
contain more than one Manager residing in more than one Manager Group.

You need to place Managers in different Manager Groups if you intend to have different

gOTE policies for each Manager.

Creating Agent Groups

New Agent Groups are created from the Management Console. To create a new Windows Agent Group,
choose one of the following:

Click on System — New — Windows Agent Group OR
Click on the toolbar icon Windows Agent Group. OR
Right click on the Workspace

Click Windows Agent Group

LN
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When creating a new Agent group in the Management Console, the user must determine the type of
Agent group being created. There are four types of Agent groups available for creation in LT Auditor+
for Windows; these include:

e Windows Agent Group - this group type is intended for backward compatibility with older
versions of LT Auditor+. It may contain machines of any type.

¢ Domain Controller Group - this group type may only contain domain controller machines.

e Member Server Group - this group type may only contain member server machines.

e  Workstation Group - this group type may only contain non-server machines in the domain.

To create a new Agent group:

1. Right click on the root node of the workspace in the left pane of the Management Console.

2. Select Agent Group (Windows\SUSE Linux or any other application)
3. The new form for Agent group creation appears as below:

Add Agent Group E|

Group Name: |

Group Type:

Wwindows Agent Group j

Windows Agent Sroup
Daormain Controller Group
File Server Group
Workstation Group

IR R LA 1]

Ok | Cancel Help

The selection of domain and group type will determine which Agent machines are available in the
workspace for addition to the new Agent group.

A primary Manager is responsible for deploying policies that change within that group. Also, all Agents
within that group will attempt data transfer with the primary Manager first, before attempting to transfer
to any other Manager in the workspace.

Default Filter Statement

Default filter statements will now be set for each Agent group upon creation, and will vary according to
group type as is appropriate. Default filter statements may be modified in any way to suit specific
auditing needs, and may be restored to their original configuration at any time by selecting the Restore
Default Settings option in the menu.

To view default filters:
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Highlight the Agent group or a specific audit subsystem whose filters you would like to view in

the left pane of the Management Console.
The default filters will appear in the right pane list view.

1.

2 LT Auditer+ Management Console

Zrsten Opliore Hel

£ Wik

% Hew Marager Group
agant group 1 L
Jobs | Cats of Creation p

i[9 aud subsystems - AL - Default Exciuda Filtar - Ko, Enabled Ackive Diractory Audting

= il tast | - ADA - Default Excluda Filtar - Mo, ., Enablad Ackive Diractary Audting
% Jobs |GEG - ADA - Default Tnclude Filker Enablad Ackive Dirsctory Audting
-8 e me s peblohen
W foon iy AutD e Citault Incide Filter Indude  Enabled  Lown Server kudiing

{7 Group Policy Audibng
\‘; Logon Server tudting

T File Spstenn Auditing

‘i Hative Event Leg Auditing
1) Removable Device Audibn

@ ook, | BEme. - 2

To restore the default settings after reconfiguration:

2. Right click on the Agent group
3. Select Restore Default Filter Settings from the menu. Restoring default filter settings may only

be done for all audit subsystems within an Agent group simultaneously.
Default settings may not be restored for an individual subsystem.

2 LT Auditer+ Management Cansole

Srsten  Oppons Help

Q8o fpoie B B |48 DB R

- Primary Manager [ blue-y35bfgks

Hew Manager Graup tast
agent group L :

Jobs
- Audit SubSystems

=@ -

= Festors Cefadk Fiter Ssthngs

-
=

il

agent...

& b
# e

TP Setkngs ..
SHEP Sebtings
b Cherce Prmary Mereer...
bt Everc Log Archevs Sebtings,
[ Broperties. .
(@ Legacy LT fudtor+ Settrgs..

Autbenticated User: BLNC\mhaun 2
ar rEe " B C - D Thudt, Ech. BT &M@ sam
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The default filters for each group type are listed below:

Domain Controller Groups
Active Directory:

Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System?*, -\-, -
\,*ANONYMOUS LOGON*

a. Exclude Modify Object Statement - Excludes the “modify object” operation

b. Include Statement - Includes all operations

Group Policy:
a. Include Statement - Includes all operations

Logon Server:
a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System*, -\-, -
A\SFANONYMOUS LOGON*

a. Include Statement - Includes operations Interactive Logon, Remote Interactive Logon,
All Directory Authentications, All Failed Logons

Member Server Groups
Logon Server:

a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System*, -\-, -
A\, FANONYMOUS LOGON*

b. Include Statement: Includes the operations Interactive Logon, Remote Interactive Logon, All
Failed Logons

Removable Device:

a. Exclude Noise Events Statement: Excludes the operation - Write Attribute
b. Include Statement: Includes all operations

SAM:
a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System*, -\-, -
A FANONYMOUS LOGON*

a. Exclude Modify Object Statement - Excludes the Modify Object operation
b. Include Statement - Includes all operations
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Workstation Groups
Logon Server:

a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System?*,

-\ - -
A, SANONYMOUS LOGON*

b.

Include Statement - Includes the operations Interactive Logon, Remote Interactive Logon, All
Failed Logons

Removable Device:

a. Exclude Noise Events Statement - Excludes the operation Write Attribute

b. Include Statement - Includes all operations
SAM:

7

Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System*, -\
A\, *ANONYMOUS LOGON*

Exclude Modify Object Statement - Excludes the Modify Object operation
c. Include Statement - Includes all operations

Windows Agent Groups
Active Directory:

a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\ System?*,

-\- -\, ANONYMOUS LOGON*

b. Exclude Modify Object Statement - Excludes the Modify Object operation
c. Include Statement - Includes all operations

Group Policy:

a. Include Statement - Includes all operations

Logon Server:

a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System*, -\-, -

A, SANONYMOUS LOGON*

b.

Include Statement - Includes the operations Interactive Logon, Remote Interactive
Logon, All Directory Authentications, All Failed Logons

Removable Device:

a. Exclude Noise Events Statement - Excludes the operation Write Attribute

b. Include Statement - Includes all operations
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Manager Groups
Active Directory:

a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System*, -\-, -
ASSANONYMOUS LOGON*

b. Exclude Modify Object Statement - Excludes the Modify Object operation
c. Include Statement - Includes all operations

Group Policy:
a. Include Statement - Includes all operations
Logon Server:

a. Exclude Noise Users Statement - Excludes Users: *$*, *NT Authority*, *\System*, -\-, -
A, *ANONYMOUS LOGON*

b. Include Statement - Includes the operations Interactive Logon, Remote Interactive
Logon, All Directory Authentications, All Failed Logons

Removable Device:

a. Exclude Noise Events Statement - Excludes the operation Write Attribute
b. Include Statement - Includes all operations

Adding Agents to Agent Groups

To add an Agent to a Windows Agent Group, choose one of the following;:

Click on System —New — Agent OR

Click on the toolbar icon Agent OR

Right click on Agent Group.

Click Agent.

Provide the IP address or the machine name of the Agent that needs to be added.

The machine must already have the Agent installed, be running, and be a free Agent
in order to be added to an Agent Group.

A

To browse for Agents:
1. Right click on the Agent group to which you would like to add Agents.
2. Select Agent from the menu. The following form will appear:
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Agent Name:

Q1

Browse...

[s]74 | Cancel | Help |

3. Click the Browse button. The following selection form will appear:

< Select Agents |:| E fE

Select only the machines on which 9.0 Agents have already been installed.

Domains
) BLINC ~
%) BLTRAINTO-030 =
5% BLTRAINTT-0304 =
2% BLTRAINTO
afy BLUELAE
afy BLAW2KI0 v

Select Maching Type
| Domain Contraller j

Machines

O elocd

Mest » | LCancel |

4. Select a domain or machine type. The field titled Machines will become populated with
machines available for addition.

5. Check the box next to each machine you would like to add

6. Click Next.

A field will appear listing the machines ready to be added, as well as any machines not available for
addition.
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«* Agents ready to be inserted

Below is the status of the Machines that can be installed and the also the machines which cannot
be inserted.

Agents Ready to be [ngerted

Agents cannot be [nzerted

< Back Done

7. Click Back to make any changes.

*

Click Done, if the list is satisfactory
9. The Add Agent form will appear again, with the selected Agents listed, separated by

semicolons.

Add Agent ]
Agent Name:

5y

Browse...

[o]'4 Cancel | Help |

10. Click OK.
11. The Agents will be added to the chosen Agent Group.

Renaming Agent Groups

1. To rename a group, right click on the group.
2. Click Edit.
3. Provide the new name for the group and click Enter.

Modifying Manager Group Settings

1. Right click on the Manager Group.
2. Click Manager Settings.
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X

Manager Settings

Mative Event Log 5ettings - Number of D ayz to Keep
e Mative Event Log Files: |14 =
aa

Audit Files: |14

|-+

Archive Threshold: |1DI:|DD =

— Time Out: 10000 E|: Milliseconds
(el

Rollup Interval: 15 > Minutes

Simultaneous Connections: |50g =
Manager Poll Interval: m Minutes

0k | Cancel Help

Number of days to keep Native Event Logs: This setting is used by the Manager to decide how long to
keep the archived native event logs of the Manager and Agents. The default setting is 14 days. The
minimum setting is 0 days and the maximum setting is 90 days.

Rollup Interval: This setting is used by the Manager to determine the time that elapses between rollups.
The default setting is 15 minutes. The minimum setting is 0 minutes and the maximum setting is 59
minutes.

Simultaneous Connections: This setting is used by the Manager as a threshold of connections. The
Manager will reject all connections exceeding this setting. This setting is used by the Manager for load
balancing. The default setting is 500 connections. The minimum setting is one connection. There is no
maximum setting.

Manager Polling Interval: The Manager uses this interval to check with the workspace database to see if
there are any policy changes for itself as well as the Agents that it manages. The default setting is one
minute. The minimum setting is 0 minutes and the maximum setting is 15 minutes.
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Modifying Agent Group Settings

1. Right click on the Agent Group.
2. Click Properties.

X)

Agent Group Settings

Primary Manager:

Archive Settings

@ Archive Threshald: |1|:||:||3|:| =

Days to Keep Files: |14 ::‘

Transfer Settings

E Transfer Interval: |2 3: Minutes

Time out {ms): |E.|:||:||j|:| :l

(8]74 | Cancel | Help

Archive Threshold: The Agent machine will create an archived file as soon as it reaches this
threshold. The default setting is 10,000 records. The minimum setting is 1,000 records and the
maximum setting is 10,000 records.

Days to Keep File: The Agent machine backs up archived files after they are sent over to the
Manager. This setting decides how many days the Agent will continue to store the backed up
files on the Agent machine. The default setting is 14 days. The minimum setting is 0 days and
the maximum setting is 90 days.

Transfer Interval: The Agent machine can send archived data files over to the Manager on a
regular interval. This setting is used to decide this interval. A setting of 0 disables the interval
based data transfer and relies totally on job based data file transfers. The default setting is 15
minutes. The minimum setting is 0 minutes and the maximum setting is 59 minutes.

Time out: This setting determines the interval of time an Agent will attempt to establish a
connection with the Manager. The default setting is 60,000 milliseconds. The minimum setting is
10,000 milliseconds and the maximum setting is 120,000 milliseconds.
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Native Event Log Archive Settings

1. Right click on the Manager or Agent Group
2. Click on Native Event Log Archive Settings to show a list of all Native Event Logs that need to be
archived at a specific percentage of their maximum settings.

Event Log Archive Settings: 1[

Event Log Name | Threshald |
Application 20

4 |+

Modify.... | Dielete |

LCloze |

To add a new Native Event Log archive setting, choose one of the following:
1. Click Add
2. choose appropriate name from list OR
3. Typein the Name
4. Click OK.

To modify a NEL archive setting
1. Select the Event Log Name
2. Click Modify
3. Change the data.
4. Click OK.

To delete a NEL archive setting
1. Select the Event Log Name
2. Click Delete. The system will ask for confirmation.
3. Click Yes.

Archive Threshold: Provide the threshold percentage. The default setting is 80 percent. The
minimum setting is 15 percent and the maximum setting is 95 percent.

Modify the Threshold: Choose the event log, click modify, change the threshold.

Delete the Threshold: Choose the event log, click delete, and confirm by clicking yes.
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Event Log Threshold

This setting allows for the archiving of event logs based on specified thresholds. Archiving of event logs
will create a copy of the log, locally, which will then be processed by LT Auditor+. For extremely busy
servers, setting a threshold, to force archives should be considered to not lose audit data due to standard
event log overwrite settings.

To apply threshold limitations through the Manager:

a. Right click on the Manager node in the left pane of the Management Console
b. Select Manager Settings from the drop down menu.

£ LT Auditor+ Management Console

System Options Help

&8 & A /78 0P 8

SMTP Settings ...
SHP Settings ...
Hative Event Log Archive Settings

Event File Transfer Settings ...

Manager Settings...

Curently uthenticated User: BLINCmhaun
‘4 start A EE |8k ft ou e De, E fice ... = & LTAudtortManage.. < 23 B T & E]® 114840

c. Provide a number of events in the Maximum Event Log Threshold for an Arm field. The default
setting is 5,000 events. The minimum setting is 5,000 events and the maximum setting is 100,000

events.
d. Click OK once the desired setting has been entered.

The settings will take effect the next time the Manager polls the database for policy changes. This is
dependent on the Poll Interval setting.
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Manager Settings le

Mative Event Log 5ettings - Number of D ayz to Keep

% Mative Event Log Files: F-4 =

audit Files:  [14 =

Archive Threshold: |1DDDD =

Time Out: lm Milliseconds
Rollup Interval: m Minutes
Simultaneous Connections: lﬂ
Manager Poll Interval: 1 3: Minutes
Maximum Event log m

Thresheold for an Arm:

0k | Cancel Help

To apply threshold limitations through an Agent Group:
1. Right click on the Agent Group node in the left pane of the Management Console
2. Select Properties from the drop down menu.

£ LT Auditor+ Management Console

System  Options  Help

i ———— |

mary Manager [
Data Rallup
% Authorized Users AgentMame | Aagent1P | version Last Policy Deployed
é%ﬂ Audit SubSystems |w2k3magg\e 10.04.115 9.0.104.0 11/20/2007 11:21:0..,
5

T Agent..
& Ede
2 oelete
Oy gory
=3
TP Settings ...
SNMP Settings ..
@ change Primary Manager...
lative Everk Log Archive Settings. .
[ eroperties...

@ Leqacy LT Audicor+ Settings...

Cunently Authenticated User: BLINCwhaun

74 start ~ -] c o B . v & UThudto+ M., | 2 Pant
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3. Provide a number of events in the Event Log Threshold Settings field. The default setting is
5,000 events. The minimum setting is 5,000 events and the maximum setting is 100,000
events.

4. Click OK once the desired setting has been entered.

The settings will take effect the next time that policies are deployed to the Agents.

Agent Group Settings

Primary Manager: |b|inc-devE|1

Archive Settings

@ Archive Threshold: |1|:||:|E||:| =]

Davys to Keep Files: |14 :l

Transfer Settings

@ Transfer Interval: |2 3: Minubes

Tirne out (rms): |E|IZIEIEID :j‘

EventLog Threshold Settings

=1
Maximurn Event log [ El:

Threshaold for an Arm:

(o]’4 | Cancel Help

Event File Transfer Settings

LT Auditor+ has the capability to archive Native Event Logs onto a local disk through Agents/Managers.
Given that the size of archive data is not limited, there is an increasing probability of issues resulting in a
filled disk or not enough disk space. Event file transfer allows the ability to compress and move this data
to another physical location. The Manager has the capability to compress and move these backup files
onto another file server or shared folder. This feature should be configurable in terms of shared folder
path and user’s credentials to access this folder. Data will be archived whenever rollup occurs.

To Launch the Event File Transfer Settings:
1. Click on Options — Event File Transfer Settings. Following screen will be displayed.
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Event File Transfer Settings 1'

Backup Folder :

[ 2

User Name:

Re-type Password:

Password:

oK Cancel Help

1. To activate transfer settings, check Activate Backup.

Backup Folder: The user should designate the backup folder in which the files will reside once
transferred.

User Name and Password: This is the user name and password that the user enters to connect to the
shared folders or network.
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Chapter 3 - Audit Policies

Configuring LT Auditor+ Audit Policies

Common Filter Settings
To create any new Active Directory filter, Group Policy filter, file system filter, logon server filter, or

Native Event Log filter, begin by highlighting the chosen subsystem in the left pane of the Management
Console. Then select one of the following:
1. Click System — New — Filter Statement
OR
2. Click Filter Statement on the toolbar icon
OR

3. Right click on the chosen subsystem, then click Filter Statement

Given below are the samples of the tabs for the various auditing filters:

Active Directory Filter:
(® Active Directory Filter X

|f Operations |® Active Directary / SAM |@Users |6 MNodes |@ Action Iﬂ MNotes I

Group Policy Filter:
(@ Group Policy Filter I x|

D General If OperationslaGroup Policy Objectslgﬁ Users I@ Nodes ' Action Ip Motes I

File System Filter:
5

B |‘L§9 Operations |d} Users |® Nodes Iﬁf} Files and Folders |@ Action |p Notesl

Logon Server Filter:

x
5 | fODeratlons Id} Users |® Nodes I. (&) Action |ﬂ Motes |

Native Event Log Filter:
B Native Event Log Fllter |
D ..... |f Operations |£E> Users I@ Descriptions I@ Action Iﬁ Motes |

eDirectory Filter
=

D General |<g¢ Operations |® eDirectory Idi Users I@ Action |§ Motes |
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Logon Server Filter
General Settings

% Logon Server Filter x|

Filter Name: IMED LSA Filter Statement

—Filter Staterment Type

&+ Include Staternent

E " Exclude Statement

—IV all Day

Start Time: |12:nu:01 am =
End Time:  [i15a:50 P B

lik

kl

[V Enable Filter

Ol I Cancel | Help |

Filter Name: Provide a name to identify the filter statement from a collection of filters that have
been created.

Filter Statement Type: Include Statement audits a particular operation only if all of the filter
criteria is met. Exclude Statement rejects a particular operation and does not audit if any of filter
criteria is met.

All Day: Each filter statement can be modified with a time the statement would be active. Select
All Day to have filter statement active for the entire day, or select a specific start time and end

time to determine when the filter statement will be active.

Enable Filter: To completely disable the filter settings, un-check the Enable Filter.
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User Settings
x
|® Modes |E? Files and Folders |@ Action |y Motes |
v &l Users
Users | Add.,,

Iodify.. |

Delete |
QK I Cancel Help

All Users:

To audit all users performing any active directory operation:
1. Select All Users.

2. To monitor specific user accounts, uncheck All Users

3. Click Add. Provide the user names to be audited.

| | A wildcard (*) may be used.
NOTE

4. Click OK.

To modify a user:
5. Highlight the user, click Modify.
6. Change the user data, click OK.
To delete a user:
7. Highlight the user
8. Click Delete. The system will ask you for confirmation.
9. Click Yes.
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Node Settings

5
|E? Files and Folders |@ Action |y Motes |
v &l Nodes
Modes | Add,,

Madify., |
Delete |

QK I Cancel Help

All Nodes:
To audit all specific workstations from which active directory operations are performed
1. Select All Nodes.

2. To monitor specific nodes, uncheck All Nodes
3. Click Add.
4. Provide the specific nodes to be audited.
5. Click OK.
To modify a Node:

1. Highlight the node

2. Click Modify.

3. Change the Node data
4. Click OK.

To delete a Node
1. Highlight the node
2. Click Delete. The system will ask you for confirmation.
3. Click Yes.
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Operations Settings

@ Active Directory Filter

[ General 00 Operations l Active Directory £ SAM ]d} Users ]@ Nodes ]@ Action ]f Notes ]

[ all Operations

+- [ create Object ~
+-[]Delete Object
+- O Madify Object
+- [ Modify Security DACL
- Account Modification
+-[JEnable Account
+- [ Cisable Account
+-[]Set Password
+-[JChange Password
+-[JUser Account Locked Out
+-[JUser Account Unlocked
-0 Group Membership
+- ] Add Memnber to Group
+-[JRremove Member from Group
--[J Administration
+- O Trusted Domain Added
+- [ Audit Folicy Changed -

1. Select All Operations to audit all subsystem operations.
2. To select specific operations of interest, uncheck All Operations
3. Select the appropriate operation(s) to audit.

NOTE
- Operations will vary between subsystems but the method of selection will remain the

same in all subsystems with the exception of the Native Event Log operations filter, whose method is
described below.

Native Event Log Operations:
1. Select the appropriate event to be monitored. A single filter can monitor from any of the six
standard event logs in Windows or any newly created event log on the machine.
2. Click Add to add a new Native Event Log operation. The following screen will open:
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Add Operations x|
Description: I
Event Log: Application j
[ Al Source
Source: I
[ Al Categaries
Category: I
[T Al Event ID's
Event ID: I
(0] 4 Cancel Help

Each Native Event Log operation is made of the event log name, source name, category of the event, and
the actual event number.
Provide a description of the new event:

1. Select a Native Event log type.

2. Select either All Source or provide the name of the source to be audited.

3. Select either All Categories or provide a name of the category to be audited.

4. Select either All Event IDs or provide the specific event ID to be audited.
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Action Settings

@ Active Directory Filter

" Exclude alert

[~ SHMP Alert

[~ SMTP alert
Erom:

|
@ Subject: |
|
|

To:

Lc:

[ MNet Alert

m ﬂessage:'
To: |

[~ Run Emergency Transfer Job

Ok | Cancel | Help |

Each included filter statement can be configured to send out real time alerts if the filter criteria
are met in the form of SNMP messages, e-mail alerts, or regular Windows messages. By checking
the Exclude Alert box, specific users can be excluded from receiving alerts for the same event
which is defined for all users.

e To send SNMP messages, check SNMP Alert.
e To send e-mail alerts, check SMTP Alert.

Provide the following information in the SMTP form: From, Subject (of the message), To and CC.
The To and the CC lists of addresses should be separated by semicolons.

[V Net alert

i } uessage:l*’\CtiV'e Directory Create User %cT

Ta: IMachine_Name

OK I Cancel I Help |

To send a Windows Messenger Alert, check Net Alert (Net Alert works only for Windows XP
and Windows 2003)

Provide the following information in the Net Alert form: Message is customized text followed by
%cT (see example above); To is the machine name or IP address the Net Alert should be sent to.

Notes
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[ File System Filter x|

LCreated By: IBL TRAINSO\Administrator

Created On: |;_2,x12gzoos 1:15:21 PM

Last Modified By: IBL TRAINSO\A drministrator

Last Modified On: |12/;_3,fgoos 3:27:31 &M

Filter Notes:

QK I Cancel | Help |

The program will automatically keep track of the filter creator, date, filter Modifier, and date it was
modified. The filter notes field is provided for the user to track why the filter was created or modified.

Filter Settings specific to a Subsystem

To create a new filter statement for a category specific to a subsystem (i.e. Active Directory/SAM,
eDirectory), highlight your chosen auditing arm in the audit subsystem tree in the left pane of the
Management Console, then select one of the following:

1. Click System — New — Filter Statement
OR
2. Click Filter Statement on the toolbar icon.
OR
3. Right click on the Active Directory Subsystem, and then click Filter Statement

Select the tab specific to that subsystem and follow the instructions below to configure that setting.
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Active Directory / SAM Settings - Active Directory Filter

[¥ Entire Active Directory / SAM

® Active Directory Filter |

0 GenerallfOperations f2) Active Directory / SAM Iéﬁ Users |@ Modes I@ Action |ﬂ Motes |

Context: I

[¥ | Include Sub Containers

v all Objects v all Classes vV all Attributes
Objects Classes Attributes
< | L3 I K | 3 I | i
addon || i | add,, | ity | add., | Modify,. |

Delete | Delete |

Delete |

o]

Cancel | Help |

Entire Active Directory / SAM:

To audit the entire active directory on a domain controller, or to audit the local Windows accounts on a

standalone machine, select Entire Active Directory / SAM.

Context: If the Entire Active Directory / SAM option is not checked, the context field will become active.

Select the ellipse [...] to browse for the container in the active directory forest that needs to be monitored.

Include Sub Containers: If this is selected, LT Auditor+ will monitor the container specified in the
context field and all the sub containers within it. To monitor only the container specified, but not the sub

containers, uncheck this option.

Objects:
1. To audit all objects, select All Objects.
2. To audit specific objects, uncheck All Objects.
3. Click Add.
4.
cn=john.

5. Click OK.

To modify the object

1. Highlight the object in the list
2. Click Modify.

3. Edit the object data.

4. Click OK.

To delete the object

Provide description of the object(s) to be audited. Utilizing a wildcard “*” will specify any
part of the object name. For example, cn=john* will audit any object containing the string
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1. Highlight the object in the list
2. Click Delete. The system will ask you for confirmation.
3. Click Yes.

Classes:

To audit all classes:
1. Select All Classes.

2. To audit specific classes within the active directory, uncheck All Classes.
3. Click Add.
4. Provide the description of the class to be audited. A wildcard *' can be used.
5. Click OK.
To modify the class:

1. Highlight the class in the list
2. Click Modify.

3. Edit the class data.

4. Click OK.

To delete the class:
1. Highlight the class in the list
2. Click Delete. The system will ask you for confirmation.

3. Click Yes.
Attributes:
1. To audit all attributes:
2. Select All Attributes.
3. Uncheck All Attributes to audit specific attributes within the active directory.
4. Click Add.
5. Provide the description of the attribute(s) to be audited. A wildcard “*' can be used.
6. Click OK.

To modify the attribute:
1. Highlight the attribute in the list, click Modify.
2. Edit the attribute data.
3. Click OK.

To delete the attribute:
1. Highlight the attribute in the list
2. Click Delete when prompted for confirmation.
3. Click Yes.
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Group Policy Objects Settings - Group Policy Filter

x|
DGenerallfOperations |ﬁ} Users I@ Modes I@I Action |y Motes |
v &l Ohjects
Objects I add. |
Madify... |
Lelete |
,TI Cancel Help
Add Object X
Object Name:

|CI"J={DEF\69124—.'-"D'SIE—41EC—88.0.8—6EGQCBDSD524}JCN=PD|iciES,CN=Sy El

Ok Cancel | Help ‘
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All Objects:
1. To audit all the Group Policy objects within the Active Directory, Select All Objects.

2. To audit specific Group Policy objects within the Active Directory, Uncheck All Objects
3. Click Add.
4. Browse through the Active Directory to locate Group Policy objects within the Active Directory.
5. Click OK.
7] Group Policy Filter rg|

D General]f Operations [a Group Policy Objects ]d} Users ]@ Modes ]@ Action ]y Motes l

[ all Objects

Objects | d
{DEAG9124-F09E-41EC-88A5-6E69C3050524 %

Modify...

i

Delete

oK Cancel Help

To modify Group Policy Objects
1. Highlight the object
2. Click Modify.

To edit the Group Policy Object data
1. Highlight the object
2. Click OK.

To delete Group Policy Objects
1. Highlight the object
2. Click Delete.
3. The system will ask you for confirmation, click Yes.
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File / Folders Settings - File System Filter

zl
|@ Action |ﬂ Motes |

File Path:

|c:\temp @

[~ Include Sub Falders

[+ all Files and Falders

Files and Folders | Add.. |
Madify.,, |
Delete |

QK I Cancel Help

File Path: Select the file system folder path to be monitored.

Include Sub Folder: To include all sub folders select Include Sub Folders. To monitor only the
folders specified, but not the sub folders, uncheck this option.

Files and Folders:
1. To audit all files and folders within the specified file path:
2. Check All Files and Folders.
3. To audit specific files or folders from the file path, select Add.
4. Provide the complete address of the files or folders to be audited.

A wildcard (*) may be used
NOTE

To modify a file or folder:

1. Highlight the file or folder

2. Click Modify.

3. Change the file or folder data.
4. Click OK.

To delete a file or folder:

1. Highlight the file or folder

2. Click Delete.

3. The system will ask you for confirmation.
4. Click Yes.
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Full support for clustered drive auditing is available. In order to configure support for clustered drives,
the clustered and mounted drives on the system must be registered via the Management Console for the
group containing the Agent with clustered drives.

In order to register the clustered drives:

1. Right click on File System Auditing.
2. Select Add Cluster Path Mapping.

£ LT Auditor+ Management Console |ZHE|E‘

System Options  Help

OB - @ Gows. /B DB R

Fﬁ BL Workspace
R ———

z WFIZ Pansazr Grop I{ File System Auditing filters for Agent Group

=@l Agent Group
2 hbs_ Name | Date of Creation [ Filter Type [ Filter status

= [ Audit subSystems New File Systam Filtsr Statamant 4/5/2008 2107:28 PM Include Enablzd
active Directory Auditing

Group Policy Auditing

Logan Server Auditing

Hative Event| = S0P
Removable O[3,

Add Cluster Path Mapping ...

[
I~
[

< |

Cunently Authenticated User: BLINC\mhaun

—_ = -
iy start A @ E | T apirek & LT Auditor+ Manage... ZTLT Auditor+ Repart C. . B 7 %)% ® 2soem

3. A window will open showing all existing mapped cluster paths.

Cluster Path E|
All Cluster Paths :
@ =30 Add...
Fiiy
G
Modify ...
Delete

'

Close

All clustered drives on which auditing is configured must be added to this list. For example, if
H:\finance was a mounted drive, then it must be registered. However,
H:\finance\2003Qtr03Data would not need to be registered as it is a subdirectory of the
mounted drive root.
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4. Click Add to add a new cluster path. The following window will be displayed as shown
below :

Add Cluster Path X

Add Cluster Path

| ol

oK | Cancel |

5. Manually enter or browse for a cluster path.
6. Click OK.

When configuring a file system filter statement, enter a file path for auditing that includes a
mapped cluster drive. If you are auditing a mounted drive, please check the Is Mounted Volume
box. If you do not check this box, the entire drive will be audited instead of only the mounted
drive.

B¥ File System Filter 3

[} General]f Operations]@ Users ]@ Modes [ Files and Folders ]@ Action ]f Nntes]

File Path:

|D:\Finance\ ﬁ

[~ Include Sub Folders ¥ Is Mounted Molume

[ All Files and Folders

Files and Folders | Add..
Modify..
Delete

0K | Cancel | Help |

7. Configure the remainder of the filter statement as needed for auditing.

| Confidential and Proprietary LT Auditor+ Configuration Guide



SLUE LANCE

Description Settings - Native Event Log Filter

zl
D General |f0perati0ns |€ES Users @ |® Action |ﬂ Notes |

[¥ &ll Descriptions

Descriptions | add.,

Modifiy,. |
Delete,. |

Ok I Cancel Help

Operation Settings- Native Event Log
1. Select All Operations to audit all subsystem operations.
2. To select specific operations of interest, uncheck All Operations
3. Select the appropriate operation(s) to audit.

[ General # Operations lEE’ Users l@) Descriptions ]@ Action ]ﬁNotesl

[ Logon Failure - Account Locked Out (Source= Security, Category=* , Ewvent|A add...
[OFile ©bject Access (Source= Security, Category= * , Event ID= 560)
OFile Object Deleted (Source= Security, Category=* , Event ID= 564) Madify ...

O [zo08/vista] - Logon {Source= Security, Categary= * , Event ID= 4624)
D[ZDDBHUista] - Logoff {Source= Security, Category= * , Event ID= 4634} Delete, .,
O[zo08/vista] - Kerberos Ticket Granted (Source= Security, Category=* , E*
Ozoo8/vista] - Service Ticket Granted {Source= Security, Category= * , Eve
O[zo08/vista] - Ticket Granted Renewed (Source= Security, Category=* , E
[O[zo08/vista] - Pre-Authentication Failed {Source= Security, Categary= * , E
O zoo&/vista] - Authentication Ticket Request Failed {Source= Security, Cate
O[zo08/vistal - A Kerberos service ticket request failed (Source= Security, C
[O[zo08/vista] - Account Mapped For Logon By (Source= Security, Category=
O [zo08/vista] - Account Mapped For Logon Failed (Source= Security, Categor
O [zo08/vista] - NTLM Authentication (Source= Security, Category= * , Event
O zoo&/vista] - NTLM Authentication Failed {Source= Security, Category= * ,
O[zo008/vista] - Account Created (Source= Security, Categary= * , Event ID=
O [zoo8/vista] - Account Enabled {Source= Security, Category= * , Event ID= 4

< ¥

Ok | Cancel Help

) O O O O S e R e M E o R e

All Descriptions:
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To monitor all the description strings from the event log;:
1. Select All Descriptions.

2. To monitor specific events from the event log with certain description strings in them:
3. Uncheck All Descriptions
4. Click Add.
5. Provide the description strings.
6. Click OK.
A wildcard (*) may be used, for example, if you wanted to audit all failed applications, you
would type failed applications *.

To modify a description:
1. Highlight the description
2. Click Modify.
3. Change the description data.
4. Click OK.

To delete a description:
1. Highlight the description
2. Click Delete.
3. The system will ask you for confirmation.
4. Click Yes.

Chapter 4 - Configuring Manager
and Agent Jobs

This section will provide detailed steps to show you how to use the LT Auditor+ Management Console
to configure the Agents to send data over to the Manager, and to configure the Manager to consolidate
the data into the database.

Manager Data Rollup Job

In addition to automated rollup settings described in the section Modified Group Setting, rollup jobs can
be scheduled to transfer audit data to the LT Auditor+ database. Each Manager can be configured to
perform multiple data rollup jobs, scheduled to run at a specific time and frequency.

To create a new Data Rollup Job:
1. Click Data Rollup node in a Windows Manager Group
2. Select one of the following:

»= (Click System — New — Job
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= (lick Job on the toolbar
* Right click on Data Rollup and click Job

Job Details |
select Job Type:

Faollup Job

Job Mame: I

Job Erequencv=|sing|e Tob v[ Job Start Time:l 5:21:33 PM =
Day of Week: I vl Date: |12/14/2E||36 =

File Mame: I

Command Line
Parameters:

Ok | Cancel | Help |

Job Name: Provide the description of the job.
Job Frequency: Provide how often to run the job. Selection options are single, daily or weekly.
Job Start Time: Specify the time to start the job.

To set up a custom job:
1. Select Custom from the drop down menu.
2. Select options to suit needs as necessary.

Agent Data Transfer Job

In addition to automated transfer settings described in the section Agent Group Setting, jobs can be
configured to transfer audit data to the Manager. Each Agent Group can be configured to perform
multiple data transfer jobs, scheduled to run at a specific time and frequency.

To create a new Data Transfer Job:
1. Click Data Transfer node in a Windows Agent Group
2. Select one of the following:
e (lick System — New — Job
Click Job on the toolbar
Right click on Data Transfer.
Click Job
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Job Details x|
Select Job Type:

ransfer lob

Job Name: I

Job Erequency:lsing|e Jah v| Job Start Time: I 5. 2042 PM =
Day of Week: I v| Date: |12/14/20E|6 =

Eile Name: I

Command Line I
Parameters:

Ok, Cancel Help

Job Name: Provide the description of the job.
Job Frequency: Provide how often to run the job. Selection options are single, daily or weekly.
Job Start Time: Specify the time to start the job.

Custom Job

Custom jobs can setup to perform unique tasks like transferring miscellaneous files to the Manager.

To create a new Custom Data Transfer Job:
1. Click Data Transfer node in a Windows Agent Group
2. Select one of the following:
¢ C(Click System — New —Custom Job
e (Click Custom Job on the toolbar.
¢ Right click on Data Transfer. Click Custom Job.

| Confidential and Proprietary LT Auditor+ Configuration Guide



SLUE LANCE

Job Details x|

Job Name: I

Job EquU3“C¥=|Sing|e Tob v[ Job Start Time:l 5:21:5LFPM =
Day of Week: I vl Date: |4.m4/2008 ﬁ

File Name: I

Command Line I
Parameters:

0K Cancel Help

Job Name: Provide the description of the job.

Job Frequency: Determine how often to run the job. Selection options are single, daily or weekly.
Job Start Time: Specify the time to start the job.

File Name: Provide the complete application name, i.e.: C:\directory\filename.

Command line: Provide the required parameters for the application.

NOTE Run custom jobs under service privileges. Custom jobs should not require user input and
should exit after completing the task.

Chapter 4 - Configure the LT
Auditor+ Report Console

This section will provide detailed steps to show you how to use LT Auditor+ Report Console to create
report queries and run reports on the consolidated data collected in the workspace.

To access the Report Console, you must first be certain to be authenticated to the
RRTE workspace with which you want to work.
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Starting the Report Console:

1. Click Start — All Programs — Blue Lance, Inc — Reporting Console. The following screen gets
displayed.
2. It will prompt you for the database connection information.

For SQL (Report Console):

Database Connection Details

Database Type

i .
- Microsaoft SQL Server -

Microsoft SQL Server Settings

Select Microsoft SQL Server for Database Type.

Provide Server ID.

Provide Database Name.

Select Use NT Integrated Security OR User Name and Password.

If User Name and Password is selected, provide the User Name and the Password.
Click OK.

AR e

For Oracle (Report Console):

| - Oracle client tools are needed to connect to the database using the Report Console.
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Database Connection Details

Database Type

—
- Oracle -

Oracle Settings

Select Oracle for Database Type.
Provide Host String.

Provide User Name

Provide Password.

Click OK.

AR
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The Report Console will be launched as soon as you are authenticated to the workspace. The Report
Console screen is shown in the following screen:

=:_ Description

Report
Statement(s)

Report
Report Queries
Categories

The Report Console is divided into two views:
o The left pane shows all the report groups available for reporting.
e The right pane provides detailed information about each selected entity on the left.

Each reporting group has report arms that relate to Blue Lance products or tools. Reporting arms can
have multiple report categories within it. Each report category can further have sub categories or actual
report queries within them. Each report query is made up of one of more report query statements.

Report Icons

The icons used in the LT Auditor+ Report Console are listed below:
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D New Category
fj New Query
& Edit

#$® Delete

meatereport [RUn Report

Scheduler

=l Make Copy

% Copyto
® Paste

@) SMTP Settings

@ change patabase.. | Switch database

@ Update License Key

® Contents/Help

Report Groups and Report Arms
The following table lists Report Groups and Report Arms available with LT Auditor+.

Report Group

Report Arms

Description

LT Auditor+ for Window
Enterprise Suite

Active Directory Auditing

Reports for Active Directory
changes

Group Policy Auditing Report for Group Policy changes
Logon Server Auditing Reports for authentications
File System Auditing Reports for access to files and

folders

Native Event Log Auditing

Reports on Windows event logs

Removable Media Auditing

Reports on access to flash drives
and other removable media

NAS Devices Auditing Reports for access on devices like
NetApp and EMC-Celerra
LT Auditor+ for SUSE Linux eDirectory Auditing Report on eDirectory changes

eDirectory Logon Auditing

Reports on authentications to
eDirectory

NSS File System Auditing

Reports on access to NSS file
systems on SUSE Linux systems

LT Auditor for NetWare

NetWare Auditing

Reports for Novell NetWare

LT Auditor+ Cross Platform
Reports

Cross Platform Reports

Reports that can be consolidated
across any of the Report Arms
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LT Auditor+ Utilities Audit the Auditor

Reports on configuration and
status changes made within LT
Auditor+

Rollup Status Monitoring

Reports on status of audit data
inserted into the LT Auditor+
database

Report Categories

Report Categories host groups of report queries that allow users the option to group similar queries

under a single category for ease of access and use.

Create a new report category

1. Highlight the appropriate Report Arm:

¢ C(Click Report - New Report Category
OR
e Click New Report Category on the toolbar.

2. Provide a name for the report category
3. DPress Enter

Modify a report category:

Select the report category and select one of the following:
e C(Click Report, click Edit
OR
e Click Edit on the toolbar

Delete a report category:

1. Select the report category and select one of the following;:

e Click Report, click Delete
OR
e (lick Delete on the toolbar.
2. The system will ask you for confirmation.
3. Click Yes.
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Creating a Report Query

Report queries determine how data is retrieved from the database for reporting. Every report query is
comprised of one or more query statements. The following steps outline how to create a report query
with one report query statement.

1. Select the report arm category in the left pane of the Report Console.
2. Select one of the following:

e Highlight the report category
e C(Click on the Create Report Query icon

A new report query is made up of one or more report query statements. A report statement is created
when creating a report query. Each query can be configured in terms of desired output, format of report
and additional parameters by selecting Advanced Setting which will be discussed later in this session

Report Statements

A report query statement contains a set of parameters that specifies how data is retrieved from the
database on executing the query. A statement is comprised of multiple tabs that allow users to define the
database query.

There are common tabs for all Report Arms as well tabs specific to each arm.

Common Report Statement Tabs for all Report Arms

The common tabs on report statements for all report arms are:

e Date &Time

e Users

e Nodes

e Servers

e  Operations - Though this tab is common, its content varies for each Report Arm. We will discuss
the Operations tab for each Report Arm in the Specific Tabs section.
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Date & Time
This tab is used to specify date range for retrieval of data.

Active Directory Report Query Statement 5[
Staternent Name: IAII Active Directory Activity [Last 90 Days]
fOperations I@ Objects | Classes |* Attributes Id}Users I@ Modes I@ Servers @ Date Tirne |
% SelectDate — Vv
Start Time
[¥ Start Date: =
I p— ] m ZDUSj ' Continuous 10:48:57 AM Z‘
unda anuar
v H ! o End Time
Block =
¥ End Date: S 10:48:57 AM =
I Thursday , December 14, ZUUE;j
— 1 Ref Crat
Reference Date AM M
122 4 6 8 1012 2 4 B 8 10
Start
Priar Murnber of Days: IQD 3: mmclcliyy
il .00 am
s to
¥ Endl
mmddcliyy
5:00 pm
[o]'4 | Cancel | Help |

¢ Select Date - runs reports between a start date and an end date.

¢ Reference Date - runs reports from ‘Prior Number of Days’ up to present date

e Select Time - runs reports for a specific time.

e Continuous Time - This option reports activity from the start date and start time to the end
date and end time.

e Block of Time - This option reports activity from the start date to the end date and all
operations that fall within the specified start time and end time.
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Users
Specifies what users are to be reported on.

Active Directory Report Query Statement 5[

Staternent Name: IAII Active Directory Activity [Last 90 Days]

fOperations |@ Objects | Classes |* Attributes EB Users |@ Modes |@ Serversl@ Date Time |
— 1 A&ll Users

& Include Users

" Exclude Users o B

User Name
BLINCYJoeSmith

QK | Cancel | Help |

Wild card characters are accepted. For example, to report on all users that contain the words admin, type

in *admin*

Actions common for all tabs
NOTE

e Include/Exclude selection criteria
> All query statement tabs with the exception of the Date & Time tab provide the choice of
including or excluding the selection criteria specified in that tab.
> Selecting Include will produce reports containing criteria selected in the tabs.
> Selecting Exclude will produce reports containing all audited data except those items
selected in the tabs.
» Wild card characters are accepted.

e Adding ir , Deleting Q , and Browsing " within tabs
> Inmost tabs, when selecting specific items rather than all items for reporting, you may
use the Add, Delete, and Browse icons to modify the items for which you would like to
report.

Nodes
Specifies what nodes are to be reported on
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Active Directory Report Query Statement 5[

Staternent Name: IAII Active Directory Activity [Last 90 Days]

fOperations |@ Objects | Classes |* Attributes |d}Users @ Nodes |Q Serversl@ Date Time |
— A&l Nodes

& Include Nodes
" Exclude Nodes

Node Name
10.0.4.115

QK Cancel Help

Servers
Specifies what servers are to be reported on

Active Directory Report Query Statement 5'

Statement Mame: IAII Active Directory Activity [Last 90 Daps)

fOperations I@ Objects | Classes |* Attributes Id}Users I@ MNodes E Servers |® Date Time
— 1 All Servers

' Include Servers

" Exclude Servers

Server Mame
BLDC1

QK Cancel Help
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Report Statement tabs for File System, Removable Devices, NAS Devices and NSS File Systems
Report Arms

For these Report Arms the following tabs are applicable for enhanced querying.

Files
Specifies what files and folders are to be reported on.

File System Report Query Statement 5'

Statement Mame: IAII File Operation Repart

f Operations @ Files |£B Users |® Modes I@ Servers I@ Date Time |

— Al Files
& Include Files
" Exclude Files E-"'! ' @,
T
File Mame

FinancialD ata®

QK Cancel Help

Example:

¢ Including *.xlsx will report on all files with the .xlIsx extension
e  Excluding *.tmp will report on all files except files with the extension of .tmp
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Operations
Species file operations to query for in the report.

File System Report Query Statement

X

Staternent Mame: |New Report Query Staternent

f Operations l@ Files ]d} Users ]@ Modes ]@ Servers]@ Date & Time]

[~ All operations

o)

3
m =

nclude Operations

xclude Operations

Create File
wirite File
Rename File
Delete File

i
EE e 1 |
I
T
>

RRRRR 2

pd
o
=
i
w
w
!
w

-I-[J Directory
+-[] Make Directory
+-[JRemove Directory
+-[JRename Directory
+-[] Access Directory

-I- [ File/Directory
+- [ wirite Security DACL

[o]’4 Cancel Help

Operations are grouped into the following sections

e File Operations - Create, Write, Rename, Delete and Access
e Directory Operations - Make, Remove, Rename and Access
¢ File & Directory Operations - Write Security DACL/ Write Attribute

Report Statement tabs for the Active Directory, eDirectory and NetWare Report Arms

Classes

Classes are a group of objects defined by a certain set of attributes. Classes can include users, groups,
organizational units, computers and any others defined in the Active Directory/eDirectory environment.
Select the classes to report on in this tab.

| Confidential and Proprietary LT Auditor+ Configuration Guide



SLUE LANCE

Active Directory Report Query Statement ﬂ

Statement Name: |AII Active Directony Activity [Last 90 Daps]

& operations |@ Objects Classes |* Attributes IEB Users I@ Nodes Ig Servers|® Date Time

— 1 All Classes

@ Include Classes

" Exclude Classes ‘ @.
Class Name

organizationalUnit

OK Cancel Help

Attributes
Attributes are any properties that define an object. Report on specific attributes like DACL, description,
surname. Reports can also be generated on values given to attributes.

Active Directory Report Query Statement ﬂ

Statemnent Narme: IAII Active Directory Activity [Last 90 D aps]

fOperations I@ Objects | Classes P Attributes |d} Users I@ MNodes IQ Serversl@ Date Time
— 1 all Attributes

@ Include attributes

" Exclude Attributes

Attribute Name
cn

QK Cancel Help
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Objects

Objects are entities in the directory. Specific objects to report on in this tab.

Active Directory Report Query Statement 5[

Staternent Name: IAII Active Directory Activity [Last 90 Days]

fOperations @ Objects | Classes |* Attributes |d}Users |@ MNodes |@ Serversl@ Date Time |

— 1 all Objects
& Include Objects
" Exclude Objects E"! ' @,
o
Object Mame

Ch=Users, DC=BLINC,DC=COM

QK Cancel Help

Operations

The operations available for reporting in a Directory query are actions related to changes in objects,
accounts, group membership, and administration.

Active Directory Report Query Statement 5[

Staternent Name: IAII Active Directory Activity [Last 90 Days]

|@ Objects | Classes |* Attributes Id}Users I@ Modes I@ Serversl@ Drate Time
—— 1 &ll Operations

¢ Include Operations

" Exclude Operations

=-[J object

- [¥] Account Madification

- Enable Account

B Success

isable Account

B Success

Set Password

[ Success

Change Password
i [¥] Success

=-[J Group Membership

=-[J administration

[o]'4 | Cancel | Help |

The operations available for reporting include: object creation, modification, and deletion; account
modification; changes in group membership, password changes and changes in administration.
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Report Statement tab for the Group Policy Report Arm
Objects

In Group Policy, a Group Policy Object is a container where policy settings are stored.

Group Policy Report Query Statement

x|

Staternent Name: IAII Group Policy Changes Report

fOperations @ Group Policy |* Attributes Id}Users I@ Modes IQ Serversl@ Date Time

— 1 all Group Policy Objects

' Include Group Policy Objects

" Exclude Group Policy Objects

S

GPOs Mame
Domain Group Policy

[o]'4 Cancel Help

Attributes

Attributes properties that define the group policy and can LT Auditor+ allows for granular reporting.

Active Directory Report Query Statement

Xl

Statement Mame: IAII Active Directory Activity [Last 90 Daps)

fOperations I@ Objects | Classes PR Attributes |d} Users I@ Modes IQ Serversl@ Drate Time

— 1 all Attributes
& Include Attributes
" Exclude Attribut: 7
Exclude Attributes '@,
Attribute Marme
cn
QK Cancel Help
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Report Statement tab for the NetWare Report Arm

Values
Values assigned to attributes can be queried for in this tab.

NetWare Report Query Statement le

Staternent Name: |AII Metw!are Activity Report

f Operations ]@ Objects ] Classes ]* Attributes ld} Users ]@ Modes ]Q Servers ]@ »

=

o

£ o e
[

Value Name

[o]'4 Cancel Help

Report Statement tab for the Cross Platform Report Arm

The cross platform reports allow users to report consolidated information across all report arms. For
example if a single report of Active Directory, eDirectory and NetWare activity was required, one can do
with Cross Plat form reports. Another example would be a query for a particular user’s entire activity
across everything audited with LT Auditor+.

A Cross Platform report statement contains a combination of all tabs discussed above as shown below.
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Cross Platform Report Query Statement [ %}

Statement Narme: IActivity Feport

f Cperations |@ Objects | Classes |ﬁ Attributes IEﬁUsers I@ MNodes I@ Serversl@ Date &Timel

—— 1 all Operations

' Include Operations

= Exclude Operations

[ Active Directary Auditing
O Group Palicy Auditing
Logon Server Auditing
[HAFile System Auditing

[ native Event Log Auditing
[l Removable Device Auditing
O netwrare Auditing

[ eDirectary Auditing

[ eDirectory Logan Auditing
O NsS File System Auditing
O nAS Device Auditing

QK Cancel Help

Report Statement tab for the Audit the Auditor Report Arm

Audit the Auditor reports display information on modifications made to configurations and policies
within LT Auditor+. It is important report to audit the activity of LT Auditor+ administrators. The screen
below displays the standard tabs available for querying.

Audit The Auditor Report Query Statement [ %}

Statement Narme: IAII Audit The duditor Activity Report

—— 1 all Operations

' Include Operations

= Exclude Operations

= workspace -
B[ sign in

- Filter Statement Added

- Filter Statement Deleted

- Filter Staterment Modified

-[30b Added

-[J3ob Deleted

-0 3eb Madified

[ Authorized User Added

-0 Autharized User Deleted

[0 Group Settings Changed

-0 Group Added

+-[J Agent Added =l

QK Cancel | Help |
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Report Statement tab for the Rollup Status Monitoring Report Arm
The rollup status monitoring reports provide information on the status of data inserted into the LT
Auditor+ database. Users can get information such as:

¢ How many records were inserted per agent

e How many agents did not send data
e Patterns for volume of audit data collected over time.

The following screen displays tabs available to query for rollup information.

Rollup Status Monitoring Report Query Statement B

Statement Narme: IAudit Sub System Rollup Activity [Prev 1 Day)

|@ Audit Sub Systerns I@ Date & Time |

— v all Agents
& Include Agents

) Exclude Agents @l @l
|

Server Name

QK Cancel Help

Advanced Settings

The Advanced Settings option in the Report Console allows users the following options:
e  Choose the report output type (e-mail, send to printer, etc.)
e Choose the type of report (chronological columnar, etc.)
¢ Determine whether multiple statements will be linked by AND or OR
e Give the report a description
To access Advanced Setting
1. Select the report query statement

2. Click Advanced Setting in the top right pane

The Advanced Settings window has multiple tabs discussed below.
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Report Settings

|f Qutput | d}Description |

[ Report Query Staternents

Criteria: OR -

— ¥ show Report Title

Title: ILT Auditor+

Sub - Title: IRadar For Your Network

¥ show Report Header / Footer

Header: ILT Auditor+

Footer:

I(c) Copyright Blue Lance, Inc, 2011, All Rights Reserved,

Additional Arguments

QK

Cancel | Help |

Criteria - Used when combining multiple query statements within a query, they may be linked by either
the logical phrase AND or the logical phrase OR.

e AND - Using the phrase AND to link query statements will return only the data that applies to

the parameters of all statements.

e OR - Using the phrase OR to link query statements will return data that applies to the parameters

of any statement in a query, not necessarily all statements.

Show Report Title and Sub-title - In this field you may choose to show, hide, or change the report’s title and

sub-title.

Show Report Header and Footer - In this field you may choose to show, hide, or change the report’s header

and footer.

Additional Arguments - This field is used to write in additional information necessary to run specific types of

reports.

Output

Under the Output tab, you will be able to select how you would like to organize the report and where

you would like it to be viewed.
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Report Query Advanced Settings @
# Report Settings f Output |£>Description

-

Repaort File Name: |LSAChronologicaICqumnar.rpt

hr -olurnnar.rpt

LzaChronaologicalColumnarGroupedByUser.rpt

LSASummaryGroupedByOperation.rpt

LsasummaryGroupedByllser.rpt

L= AFailedLoginSurnmary . rpt

LsasummaryGroupedByl)serandDate rpt
Ll LS ASurmnmaryGroupedByMNodeAndU ser.rpt

LEASummar GroupedByServeriﬂ.ndUser.rpt

TTOTTT

. Subject: |
nd Report To Printer
To: Email Address |
@ Export Report To File i
i Ernail Repart Cr: el fekless |_
Ok | Cancel | Help |

You may have it shown on screen, sent to a printer, exported to a file, or sent in an email. If you choose
to send the report in an email, you may enter the email settings as desired in the right portion of this
window. You must give the report a file name and format when sending it to a file or via email.

Choosing to show the report on screen will prevent you from being able to schedule the

QEITE report and so should only be used when generating a single report.

Selection of a Report File Name determines the format of the report. There are multiple report formats
defined based on the report arm selected. Some are displayed below:

Chronological Columnar
This report output type is the default setting for most reports generated. It is viewed in columns of text,
with the data listed from least to most recent
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>
MaitReport |
~
Radar For Your Network
Type: chronological Columnar Report
Generated On: Tuesday, February 19,2008
Generated By: BLINC\mhaun
LT Auditor+
Date & Time user Node Operation File Server Remarks
1/9/2008 9:46:03AM BLTRAIN3-000Hieu BLTRAIN3-00 Write File CihtemnphNew Text BLTRAINZ-00 Wrote to File C:itempibew Text
Dacurmnenttxt Docurnert txt on ServerBLTRAIN
1/9/2008 9:46:394M BLTRAINI-000hina  BLTRAINZ-00  Write File Ci\ternphCompany Aew  BLTRAIN3-00 “Wrote to File C:fernpyCompany &
Microsoft Word Microsoft Word Document.docon
Document.doc BLTRAINI-00
1/9/2008 9:48:04AM BLTRAIN3-000WAna BLTRAINZ-0O Write File CivternphCornpany AYNew  BLTRAINI-00 Wrote o File CriternphCompany A
TextDocumert txt Text Documert. txton Server
BLTRAINI-00
1/10/2008 10:06:46AM BLTRAIN3-000\Hieu BLTRAIN3-00 Writs File CittemnphWashingtortApple BLTRAIN3-00 ‘Wrote to File
S\New Microsoft word CriternpyW ashingtoryApples\New
Document.doc Microsoft Word Document.docon
BLTRAINI-00
1/10/2008 10:07:31AM BLTRAIN3-000\Hieu BLTRAINZ-0O Write File =) “‘ _FSA_DATA.Filzhame Q) § o File
S\Finance txt Ci\temphW ashingtorvipples\Finar
on ServerBLTRAIN3-00
1/10/2008 10:12:56AM BLTRAIN3-000Wina BLTRAIN3-00 Writs File CivternphCompany BLTRAINI-00 Wraote to Fils CitemphCompany
BATest xt BATest.txt on Server BLTRAING-0
1/10/2006 10:13:364M  BLTRAIN3-00Ch&na  BLTRAING-00  Write File Ci\temphCompany Byew  BLTRAIN-00 “irate to File CitemphCampany B
Microsoft Word Microsoft Word Document.docon
Docurnent.doc BLTRAING-00
1/10/2008 1:20:2SPM  BLTRAINSO\Roberto  BLTRAIMS-00  Write File CH\Temphall SALARIES bt BLTRAINS-00 Wrote to File C:Temp\ALL SALAR
on ServerBLTRAINS-00
1/10/2006 1:21:47PM  BLTRAINSO\Roberio  BLTRAINS-00  Write File CATermpiRommels BLTRAINS-00 Yirate to File C:\Temp\Rommel's
Cept\New Microsoft Excsl Deptien Microsoft Excel Warksh
warlksheet xIs on ServerBLTRAINS-00 5
< »
Current Page Mo 1 Total Page Mo.. 1+ Zoom Factor: 100%

Chronological Columnar Grouped by User

This report output type is similar to the one prior, but data is grouped by user. It is then listed in
chronological form from least to most recent data within each user’s group of data.

ZILT Auditor+

MaiReport |
LT Auditor+ X
Radar For Your Network
Type: Chronological Columnar Report Grouped By User
Generated On: Tussday, February 19, 2008
Generated By: BLINC\mhaun
LT Auditor+
Date & Time Node OpEraliDn File Server Remarks
BLTRAIN3-000\Ana
1/9/2008 9:46:394M BLTRAIN3-00 Write File CiiternphCompany AR ew Microsoft BLTRAIN3-00 wirote to File CtemphCompany ANew Mic
Word Documnert.doc Word Documnert.docon Server BLTRAING-
1/9/2008 9:48:044M BLTRAIN3-00 Write File CivternphCompany ANew Text BLTRAIN3-00 Wrote toFile CtempiCompany ANew Te:
Document txt Document £xton Server BLTRAIN3-00
1/10/2008 10:12:56AM BLTRAIN3-00 Write File Civtemp\Company BiTestbd BLTRAIN3-00 wrote to File C\tempiCompany BT estixt
ServerBLTRAINS-00
1/10/2008 10:13:36AM BLTRAIN3-00 write File CiiternphComnpany B\New Microsoft BLTRAIN3-00 wrote to File C\emphCompany B\New Mic
word Documert.doc word Docurnert.docon Server BLTRAINS-
27972008 3:45:36PM BLTRAINS-XP Write File Civtemplana new textfile bt BLTRAIN3-00 wrote toFile C\temphana new text filstxt
ServerBLTRAINS-00
BLTRAIN3-000\Hieu
17972008 9:46:034M BLTRAIN3-00 write File CivtempiNew TextDocurmentidt BLTRAIN3-00 wrote to File Ci\tempiNew Text Docurment
Server BLTRAINS-00
1/10/2008 10:06:46AM BLTRAIN3-00 write File CiiternphW ashingtonbApplesiNew BLTRAIN3-00 wrote to File Ci\temph W ashingtonhapplest
Microsoft Word Document.doc Microsoft word Document.docon Server
BLTRAINZ-00
1/10/2008 10:07:314M BLTRAIN3-00 Write File Ci\ternpvW ashingtonvApplesiFinance,  BLTRAIN3-00 Wirote to File
trt CriternphW ashingtonhApplesiFinanes txt or
Server BLTRAINS-00
BLTRAIN3-000\Roberto v
>
Current Page M. Total Pags Mo 1+ Zoom Factor: 100%

Summary Grouped by Operation

This report output type is shown in graph form. Each audited operation which is being reported will
represent one bar in the graph. The number of times that operation was performed will be shown by the
height of each bar. The specific counts for each operation will be listed in text format below the graph.

This report also permits the user to drill down into the details.
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ZILT Auditor+ New Report Query

MaitReport |
LT Auditor+ 1
Radar For Your Network
Type: Summary Report Grouped By Operation
Generated On: Tuesday,February 19,2008
Generated By: BLINCYmhaun
Operation
3
o
g
5
t
;\- & e & o
& s® a*
b o e o
LT Auditor+ b |
Access File 307
Create File 39
Delete File 11
Rename File 15
Write File 19 \ ]
& 3
|Gurrent Page No: 1 [Total Page No.: 1 |Zoam Factar: 100%
+4 start 18] mbe

Summary Grouped by User

This report output type is shown in graph form. Each audited operation which is being reported will
represent one bar in the graph. The number of times that operation was performed will be shown by the
height of each bar. The specific counts for each operation will be listed in text format below the graph.

ZOLT Auditar~ New Repart Quary

(PN EEE &AM
HurFepat |

LT Auditor+

Radar For Your Network

Type: ‘Summary Report Grouped By User
Generated On: Tuesday, February 19, 2008
Generated By, BLINCYmhauw

LT Auditors

Qperation

For Bl Y3000 mmiztratnT

Cowrd of Dpersdion:

BLTRAINZ-000Y Administrator

il

Total Page Noi1+ [200r Factor: 100%
ST bR

Failed Logon Summary Report

This is a report containing failed login data categorized by user and specified by a threshold of a
minimum number of failed login attempts.
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When selecting this type of report, return to the Report Settings tab and under Additional Arguments,
enter %T=n, where n is the minimum number of failed login attempts by any one user to be generated in

the report.

ZOLT Auditar~ Al Activity Roport
@R AT a-M
iRl |

LT Auditor+

Radar For Your Network

Trpe: Failad Login Summary Report
Conerated O Tyssday, February 19, 2008
Generated Bys BUIHC MR

LT Auditor+

Operations Total Number of Failed Logons
—_—
BLTRATNI1-030AN Administrator
ninck Logon i

BLTRATINI-000Y Ana
Interactive Lo 1

BLTRATNZ-0004 Hicu
Intaractive Logmn L

BLTRAING-000%Roberto
Intzractive Logon

MT AUTHORITY\SYSTEM
Hetwork Loncn 1

Erd of Respart

Pags Mo 1 Total Page No.:1 Zoorn Faclor; 100%

L A Forrarngia. 20T B+ R

Description
Under the tab you can a description of your query. You may choose to include any information
regarding the purpose of the query, how it is configured, when it is scheduled to run, and in what form it

will be viewed.

Report Query Advanced Settings El

|* Report Settings ||f Cutput |iﬂD

[o]'4 | Cancel | Help |
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Creating additional Report Query Statement:

3. Select the report query statement
4. Click New in the right pane displaying all the Report Query statements for the specific report

query.

Modify a Report Query Statement:

1. Select the report query statement

2. Click Edit in the right pane which displays all the report query statements for that report query.
3. Modify the report query statement data.

4. Click OK.

Delete a Report Query Statement:

1. Select the Report Query Statement
2. C(lick Delete in the right pane which displays all the report query statements for that report

query.
3. Click Yes when prompted for confirmation.

Modify a report query,

1. Select the report query and select one of the following:

2. Click Report — Edit in the menu
OR
Click Edit on the toolbar

3. Modify the report query data.
4. Click OK.
Delete a report query:

1. Select the report query.
2. Select one of the following:

Click Report — Delete in the menu
Or
Click Delete on the toolbar
3. Click Yes when prompted for confirmation.

Generate a report:

1. Select the report query
2. Select Generate Report from the Report Console toolbar. A sample report is shown below.
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LT Auditor+ All Ac

MainFieport }

=

LT Auditor+

Radar For Your Network

Type: Failed Login Surmary
Generated On: Tuesday, Movember 20,2007
Generated By: BLINC-DEVO1\mhaun

LT Auditor+

BLTRAIN10-XP\Administrator _@ J

Interactive Logon 3

BLTRAINZ-XP\Administrator
Interactive Logon 10

BLTRAINS5-00.COM\BLTRAIN5-00$
BLTRAINS5-00.COM\hbui

MIKE2\ Administrator
betwork Logon 1z

NT AUTHORITY\SYSTEM

Hetwork Logon 16

End of Report.

< >

Current Page No.: 1 Total Page No.: 1 Zoom Factor: 100%
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Scheduling a Report

Scheduling a report in the Report Console is made simple by the Report Scheduler. Highlight the query

you would like to schedule and click Report —Report Scheduler or click on the schedule icon “ “
in the toolbar.

The Report Console will prompt you for database connection information.

Report Scheduler E

D atabasze Connections

(0] 4 |
ezt o B Cancel |
Add... | Modiﬁr...l Delete | |

Help

Select your database from the drop down box, or choose to create a new connection. Once you are
connected, the Job Details window will appear.

Schedule Report

Please enter Job Details

Job Name: ITest lob

Job Frequency:

Day of Week: | | pate: [ & 320 =l

Job Start Time: |3:33:52 P j‘ Day of the Month{s): |1 3:

— ¥ UseSystemAccount

User Name: I

Password: I

Re-type Password: I

ok | Cancel | Help |
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Enter the job name, job frequency, date, and start time as necessary. When properly configured, click
OK. You will receive reports with the frequency you requested in the output format previously
configured in the Advanced Settings window.

A list of all scheduled reports can be viewed by clicking on the menu Report —View Scheduled Reports

Scheduled Report Tasks =]
Task M... I Fieport Query Name I Start Date & Time Fr.. I Next Fun Time | Last Run Time | Statug | Hodify...
T B T B S
File Activity All Activity Feport 12/2/2M0 553004 Daly  6/4/2011 55300 AW 6/3/2011 5:53:00AM  Ready Delete
Lloze

Chapter 5 - Securing LT Auditor +

Authenticating to the Workspace

There are several areas in LT Auditor+ that require authentication to access.

e  Security Management Console
e Manager Console

e Report Console

¢ Remote install for Agents

There are two levels of security for LT Auditor+. Level 1 security defines the users authorized to access
the workspace. Level 2 securities define users authorized to access the Managers.

LT Auditor+ Security Level 1

Authorized users will access the workspace by authentication. For example, LT Auditor+ for Windows
will access the workspace through a Microsoft SQL server or through an Oracle server. The first level 1
user is added during the initial installation.
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To launch the Security Management Console:

1. Click Start — All Programs —Blue Lance, Inc — Management Console.
2. The screen displayed below prompts for the database connection information.
3. Connect to the workspace to add authorized users.
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For SQL:

| Database Connection Details

Database Type

Microsoft SQL Server

Select Microsoft SQL Server for Database Type information.

Provide Server ID.

Provide Database Name.

If NT Integrated Security was enabled during installation, you should be signed in with
your Windows® password. If User Name and Password was selected, provide the user
name and the password.

5. Click OK.

1.
2.
3.
4.
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For ORACLE:

|Database Connection Details

Database Type

Select Oracle for Database Type.
Provide Host String.

Enter User Name

Enter Password.

Click OK.

AR

The Management Console gets launched as soon as the user is authenticated to the workspace. The
Management Console screen is shown in the following figure:

&8 | Confidential and Proprietary LT Auditor+ Configuration Guide



SLUE LANCE

£ LT Auditor + Management Console

£ System Options Help

@ g Agent.., Q} Authorized Lser .. Ioh.., ‘B Filter Statement. ., ‘ f Q ,\4_3 @b ‘ 5?\\5

"B i banamer S [ Configured filters for Agent Group

Data Rollup

=18] x|

=] @ Agent Group
£ Data Transfer

1] native Event Log Auditing
+[J) Removable Device Auditin

4] | »ad

" &, Authorized Users Name Date of Creati Filter Type Filter Status
: [ Audit SubSystems Mew Active Directory Filter Statement 4/10/2007 1:22:46 PM Include Enabled
= @ LTA Manager Group 2 Mew Group Policy Filter Statement 441072007 1:22:50 PM Include Enabled
Data Rollup Mew Logon Server Filter Staternent 4/10/2007 1:22:54 PM Include Enabled
Authorized Users New File Systern Filter Staternent 4/10/2007 1:23:06 PM Include Enabled
3 Audit SubSystems Mew Mative Event Log Filter Staternent 471072007 1:23:14 PM Include Enabled
MNew Rernovable Device Filter Staternent  4/10/2007 1:23:21 PM Include Enabled

Currently Authenticated User: cormputernametddministrator

N

The Management Console is divided into two views. The left pane shows all of the currently configured
workspace with the workspace name as the root node of the tree. Below the root nodes are the Manager
Groups and Agent Groups of the workspace. The right pane displays the details of each node highlighted

on the left side.

Select the workspace root node in the tree to display all the Manager Groups and Agent Groups in the

pane on the right side.

LT Auditor+ Security Level 2

Authorized Users to Manager Groups

Users can access the Managers, control the policies, add & manage the Agents, set up the rollup

schedules, and maintain the Report Console.
To add a new authorized user for a Manager Group:
Highlight the desired Manager Group and choose one of the following:

Click on System — New — Authorized User
OR
Click on the toolbar icon: Authorized User.
OR
Right click on the Manager Group and click Authorized User

1. Insert the authorized user name.
2. Click OK.
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Add Authorized User | x|

Domain Name:

User Name:

oK I Cancel Help

To add the same user to more than one Manager Group, repeat the steps above for each Manager
Group this user is authorized to access.

To delete an authorized user for a Manager Group, highlight the desired Manager Group and choose one
of the following:

Click on System — Delete
OR
Highlight the desired authorized user.
Click Delete on the toolbar icon.
OR
1. Right click on the authorized user.
2. Click Delete.

3. If there are other users assigned to this Manager, the following screen will be displayed:

LT Auditor + Colsole _ k .ﬁl

\Z) The selected authorized user will be deleted permanently, Do you really wish to delete this user?

4. Click Yes.

5. If this is the only user assigned to this Manager, the following screen is displayed:

LT Auditor+ Colsole i ol |

2 Deleting the all authorized users will disable security for this group and will allow everyone to access this group.
Are you sure you want to delete all authorized users permanently?
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6. Click Yes.

Authorized User Legacy Settings

Adding an authorized user is similar for Legacy (version 8.0) settings as for the previous section.
If a Manager is still using 8.0 settings, apply the 8.0 Agents to this Manager. Load balancing will
not apply to the legacy systems until they are upgraded to version 9.

To launch Authorized User Legacy Settings from the Management Console:

Select Agent Group

Select Legacy LT Auditor+ settings OR Right click on the Agent Group
select Legacy LT Auditor + settings OR

Select Agent Group — Options — LT Auditor+ settings

L NS

To select a Security Policy, select one of the following:

1. Highlight Security Policy
a. Click System — Add Authorized User OR
b. Highlight Security Policy
c¢. Click Add Authorized User on the toolbar OR
d. Highlight Security Policy, click Add Authorized Users.
2. Provide authorized user
3. Click OK.
To modify the authorized user
1. Click Modify
2. Change the data
3. Click OK.

To delete the authorized user
1. Click Delete.
2. Click Yes when prompted for confirmation.
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Appendix

System Update Utility

Overview

The purpose of the Patch Update Utility is to automatically install patches remotely on LT Auditor+
Agents from a Manager machine hosting LT Auditor+ v9 for Windows.

Blue Lance will periodically release patches for LT Auditor+ v9 for Windows. These patches can be
downloaded from the Blue Lance support website at www.bluelance.com/support.

Following the patch download, the Patch Update Utility can be used to ensure that you have installed
and deployed a patch across your environment for optimal performance.

A Patch Update Utility is only available to users that have installed version 9.0.065.0 on your machine
that hosts the Management Console for LT Auditor+ v9 for Windows.

It can only be successful under the following conditions:

e The LT Auditor+ Manager and the LT Auditor+ Management Console must be upgraded
with the latest patches.

e Direct access is required to Manager that hosts LT Auditor+ v9 for Windows.

e  User performing a patch must have administrative rights on the Manager machine.

The Management Console Patch can be downloaded off of the website, www.bluelance.com.
Copy and download locally and then execute.

System should be accessed/launched by authorized users from existing Management
QUTE Console application. No other application or process should be allowed to access or launch

this application.
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The following steps will guide you through the process of running the patch on the Management
Console.

1. Click on the Update.exe file for the Management Console to begin the installation.

Installshield Wizard

Preparing to Install...

LT Auditor+ Management Console Setup iz preparing the
InstallShield wizard, which will guide vou through the:
program setup process. Please wait,

(]

2. Click Next to continue and await the progress.

LT Auditor + Management Console - InstallShield Wizard ll

Welcome to the InstallShield Patch Wizard for
LT Auditor+ Management Console

The InstallShield® Patch wizard will install the patch for LT
Auditor+ Management Conzale on your cormputer. Ta
continue, click Mest.

Cancel
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LT Auditor+ Management Console - InstallShield Wizard

Setup Status

LT Auditar+ Management Conzole iz configuring your new software installation.

Remaoving applications

| nstallShisld

Cancel

3. Click Finish to complete the installation of LT Auditor+ Management Console.

LT Auditor+ Management Console - InstallShield Wizard

InzstallShield Wizard Complete

Setup hag finizhed installing LT Auditor+ M anagement Conzole
on your computer.

e e

The Security Management Framework patch update download can be found on the website
directly. You must run the Setup.exe file for the Security Management Framework before

proceeding with the patch update.

T Local patching of Managers requires a system reboot at your convenience.

1. Run the Setup.exe file for the Security Management Framework and allow the installation of the

patch to begin.
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LT Auditor+ Security Management Framework - InstallShield Wizard r>__(|

Welcome to the InstallShield Patch Wizard for
LT Auditor+ Security Management Framework

The InstallS hield® Patch ‘Wizard will install the patch for LT
Auditor+ Security banagement Framework on wour
computer. To continue, click Mext.

Cancel l

4. Click Next - Configuration and progress.

LT Auditor+ Security Management Framework - InstallShield Wizard
Setup Status i L

LT Auditar+ Security bManagement Framework is configuring your new software installation.

Copying new files

Cancel

5. Local patching of the Manager requires a system reboot.
6. Select Yes and Finish.
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LT Auditor+ Security Management Framework - InstallShield Wizard

InstallShield Wizard Complete

The InstalShield Wizard has successfully installed LT Auditor+
Security Management Framework. Before pou can use the
pragram, you must restart your computer.

& es, | wank bo restart my cormputer now

7 Ma, | will restart myp computer later,

Remaove any dizsks from their drives, and then click Finish to
complete setup.

Patch the Agents

Patching the Agents can be done either locally or remotely. Download the Setup.exe file for
the Patch Utility from the website, www.bluelance.com for patching the Agents.

The following steps will guide you through the process of remotely patching the Agents through the
Management Console.

1. Launch the Management Console and authenticate to the database.

2 LT Auditor + Management Console =lelx

G s | £ 8|0 BB

f& LT Auditor+ vo

= @Y LT Auditart v3 - -
pe gi:urvwazavemundite ,—) Northeast Region Agent - Primary Manager [BLT
B Southwest Region Agent =
@ Oata Transfer Agent Narne | Agent 1P Last Bolicy Deployed

é Augit SubSystems blrainlf-03 1004131 8.0.060.0 9/20/2005 2i26:03 PM
' Cata Transfer

Audit SubSystems

Cumentyy Authenacated User: BLTAAINZOAdmmish stor.

Hsart] | (A& DE@HY 2w
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Select Options — System Update — Standard

R
stem | Options | Help
L) | el = P |G | 2 @D BB
u tedvanced... »
Native Event Log Archive Settings...
@ Change Primary Manager. O
SHITP Settings ...
SHMP Settings ...
g | LT Auditer-+ Sekti
Legeey LT Audtor+ Seffings B e e R Prima anager [B
B System Lipdate
T Dava rransTer TRgent Narme Agent 1P| Version Last Policy Deployed
[ hudt SubSystems bliraini0-03 10,0431 9.0.060.0 5/28/2005 2:28:03 P
S5 1o et
~[h Data Transfer
[F audit SubSystems
Curiently Authenticated User: BLTRAINZ0\Adrinishrator y
Rstart|| 1] & 153 || HRecydleBn | {3EADocuments and settin.. | B]Decumert - Microscrt ... [ LT Auditor + Managem... 1123 P

2. This is the screen available once System Update has been selected

+ System Update E

Update Tasks Select Update

Q Add an update
ﬁ ete selected update
Deploy selected update

6 Cancel

3. Select Add an update to begin the patch update process.
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4. A system disclaimer should appear.

g

@ Adding a new Patch kakes around 30 seconds to be displayed in the lisk after installation completes.Kindly be patient,

5. You will then be prompted to locate the patch executable (found on the website or locally copied
folder).

open 21

Lok jr: | 3l Patch Uity 7] « @k

File hame: ISetup. EXE j Open I
j Cancel |
F

Files of type: IExecutabIe files(". exne]

6. The Patch Utility will begin its installation.
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Patchutility - InstallShield Wizard X|

Welcome to the InstallShield Wizard for
PatchUtility

The InstallShield® wWizard will install Patchitility on your
computer. To continue, click Mext,

Cancel |

< Back

7. Click Next.

PatchUtility - Installshield Wizard

Setup Status

The InstallShield® YWizard is instaling Patchltility

Instaliing

Imstallzhield

Cancel

8. Click Finish to complete the Patch Utility installation.
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Patchutility - InstallShield Wizard

InstallShield Wizard Complete

The InztallShield Wizard has successfully installed PatchUblity,
Click. Finish to exit the wizard,

<Back |i Finish ] Caricel

9. The patch update will then appear under the System Update Service Pack 4.
10. Once highlighted the details will inform the user of the version to which the Agent is applicable.

«* System Update

Select Update

[=1- Service Pack 4
" Service Pack 4(3.0.315.0)

Update Tasks

Q Add an update
@ Delete zelected update
Deploy gelected update

0 Cancel

Details

To delete a patch update:
1. Simply highlight the patch update you would like to delete
2. Select Delete selected update.
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«* System Update

Update Tasks Select Update

& 4dd an update =) Service Pack 4

' Delete Eelectad update .

@ D eploy zelected update

0 Cancel

Details

«

Thiz patch applies to version 9.0.053.0,
9.0.065.0,9.0.075.0, 9.0.026.0. 9.0.104

0.
.0,
.0,

9.00.235.0,9.0.296.0 and 9.0.301.0

3. Select Yes when prompted for confirmation.

2 41 Aunitar-+ Manaqamant Eensele
[ Zrstn Oopons fiew

| B s G o

=

.:i-j' i O FET

Y LT Audior+ v2
Corparste Agerk Update
! Southmest Region Agent

(s Doata Transfer
- 18 budit SubSysterms Update Tashs
= gl Norhesst Repiod Spant ;
) = bald Budd 2
(3§ Dot Transter @t an i
=[5 udit SubSysterns B Dok ceeisd igdse Hiok P 0T Q0L )
W Doy kol
£ Cancal
et B ]
T petch apghis 0 veton S0
L2 D o b b he st ponch
I ] i
Cuamertly Meaticated Lizar BLTRANT Ackeirictater
it | 2] @ 0 | (Gremcaen | ietpen e s | B ptch sevmarmbos .|| G dusbeo s e [ WSyaton Uposte =] iz

4. The system will confirm the successfully deleted patch update.
5. Select OK.
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211 Aot + Managemen Canmls

- God Bt 2

A arvodste
& soin, Hil P01 0060 0]

B SubEysems W Dakie sshociad upcki
[ Dapky sebecied upcm

€ Concel
Detols o-tot seccuaeicl

Thia aleh appks fovsrson 30 5.0 :)
i

Cunentiy fughenticaled iz B TRANWdnnstrdn g

(et || 72 @ =3 || HRecnn | e tpecmert s art 5. | B putch sevmarabeta .| 17 duaticrs ranncs.. | [ Systen Lptate ok Y JiMM"'-

Deploying to a Selected Patch Update

1. Select the patch update of your choice and select Deploy selected update.

«* System Update |:||E||

Update Tasks

O Add an update
' [elete zelected update
@ Deploy selected update

R —

Details

Thiz patch applies to version 9.0.053.0,

9.0.295.0,9.0.296.0 and 3.0.301.0

2. Upon selecting Deploy selected update, a screen will appear with a list of all the Agents
available to which the patch is applicable.
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« Select Agents for Update

Agent Name | Search

- [JBLOA
[ Domain Controller Group
] Member Server Group
= [J Windows Agent Group
[ PUNE1(9.0.230.0)
[ workstation Group

< Back I Nes LCancel Help

3. Select all or one of the Agents as desired.

!"Select Agents for Update

Select Agents

< Back I Next > Cancel

4. This screen will allow the user to watch the progression of the Patch Update Utility.
If there are Agents that are not available to apply the patch, they will appear in the lower half of
this screen, labeled Agent Machines Not Available for Deployment.

5. Click Next.
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!‘Agent Analysis

Agent Machines Available for Deployment

Agent ] 1P Version Description
BLTRAIN1O-XFP 10.04.116 9.0.053.0 Ready to be updated
bltrain10-03 10.0.4.131 9.0.053.0 Ready to be updated

Agent Machines Not Available for Deployment

Agent | IF Version Reason

< Back I Mext > Lancel

6. A screen will appear showing the update status for each Agent.

_icix]

Update Status

Agent | IF Qld Wersion Mew Wersion | Status
BLTRAIN1O-XP i0.0.4.116 9.0.053.0 Updating...
bltrain10-03 i0.0.4.131 9.0.053.0 Updating...

Update Progress Agent 2 of 2

7. Click Close Once the update progress has completed.
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Update Status

Update Status

Ip Cld Mersion Mew Version | Status
CTRATHIGOE ™ 10 118 RN R iG] “lipdated Slccesstully
bltrain10-03 10.0.4.131 9.0.053.0 9.0.060.0 Updated Successfully

Query Progress Agent 2 of 2

Hueny I Lloze |
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