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Information technology officers in 
the Pentagon and embassies worldwide 
are not the only ones moaning and 
groaning over the WikiLeaks fiasco.

CEOs are feeling 
nervous and fearful 
in the executive suites 
and boardrooms of 
corporate America and 
beyond. They are wor-
ried about the damages 
if they are WikiLeaked.

Thanks to a self-righ-
teous, low-level Army 
intelligence analyst, 
national diplomacy 
may have been set back 
a decade, hard-earned 
reputations destroyed and lives placed 
at high risk. His determination and an 
inexpensive memory stick bypassed 
protection, avoided detection and may 
well incite information insurrection in 
every digital corner of the world by 
like-minded Internet anarchists.

Last month, WikiLeaks, a nonprofit 
media organization based in London, 
accommodated the youthful offender by 
sharing tens of thousands of sensitive 
and embarrassing embassy cables with 
obliging newspapers on a global scope.

This still-developing story underlines 
the vulnerability of corporate assets 
and reputations, the ease of the theft 
and the speed of dissemination of the 
information. It also reinforces the abso-
lute importance of early detection and 
rapid-response as a core component 
of a comprehensive loss-prevention  
program.

Any business or organization that 
stores confidential data on their network 

of servers is just as vulnerable as the 
U.S. government and could be employ-
ing insider thieves with easy access to 
secure data.

Admiral Dennis Blair, former direc-
tor of national intelligence, told Charlie 
Rose on Bloomberg Television in late 
November, “Technology is very pene-
trable. Currently, the only way to catch 
a thief is to monitor every keystroke.”

So, why the extreme nervousness in 
C-suites and boardrooms of compa-
nies and organizations worldwide? It is 
the financial and compliance risk from 
insider theft of data. Banks and credit 
unions, for example, are vulnerable on 
the governance side as well as the IT 
side.

In addition to the potential loss of 
credibility, loss of customers and loss 
of competitive advantage, C-level  
executives, managers and directors can 
face employment, financial and crimi-
nal consequences from a host of regu-
latory agencies, as well as lengthy and 
damaging lawsuits related to breaches 
of privacy and loss of the organiza-
tions’ assets.

In a June 4 interview, Gigi Hyland, 
a National Credit Union Administra-
tion board member, identified two of 
today’s top information security chal-
lenges:

“… First and foremost, … employee 
theft of data. Unfortunately, the agency 
is learning of cases where disgruntled 
former employees pilfer or otherwise 
corrupt key data …. The second … big 
area … is employee misuse of data.”

The weakest link in any organiza-
tion’s security is its own personnel. 
When a rogue employee decides to 

attack the company network or steal 
information, most of the security  
defenses erected against outside hack-
ing and intrusion are ineffective.

Stealing information is not typi-
cally a one-time act. Rogue employees  
often research their targets for weeks or 
months before their first breach.

Information theft is often most suc-
cessful when performed one small step 
at a time, stealthily probing and testing 
the security and response measures of 
the organization. Then they strike.

The most devastating losses of infor-
mation assets are those that go unde-
tected for extended periods of time.

Information security personnel and 
software must continuously monitor 
and report even the most minor activi-
ties on your network for early detec-
tion. Every anomaly must be investi-
gated using rich, evidentiary data.

Corporations and organizations need 
to harden their infrastructure with a 
view that everyone in their organization 
is a threat. The more an organization 
believes that an employee or contrac-
tor’s position in the company is so mi-
nor that he or she would not be a threat, 
the bigger the threat.

Defenses specific to managing  
internal threats must include extensive, 
continuous monitoring and reporting of 
user activity. Then you can determine 
if someone is testing the system before 
stealing the most costly, confidential 
data. Now, you can catch a thief in the 
act and not get WikiLeaked.

Umesh K. Verma is founder and CEO of Blue Lance 
Inc. in Houston, a provider of IT security and data 
protection solutions, UVerma@bluelance.com.
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curity is its own personnel. When a rogue 
employee decides to attack the company net-
work or steal information, most of the security 
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time act. Rogue employees often research 
their targets for weeks or months before their 
fi rst breach. 

Information theft is often most success-
ful when performed one small step at a time, 
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they strike.

Th e most devastating losses of information 
assets are those that go undetected for extend-
ed periods of time. 

Information security personnel and software 
must continuously monitor and report even 
the most minor activities on your network for 
early detection. Every anomaly must be inves-
tigated using rich, evidentiary data. 

Corporations and organizations need to 
harden their infrastructure with a view that 
everyone in their organization is a threat. Th e 
more an organization believes that an employ-
ee or contractor’s position in the company is 
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system before stealing the most costly, confi -
dential data. Now, you can catch a thief in the 
act and not get WikiLeaked.                   ■

UMESH K. VERMA is founder and CEO of Blue Lance Inc. in 
Houston, a provider of IT security and data protection solu-
tions,  UVerma@bluelance.com.
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Ready or not, here comes “say on pay.”
Come 2011, new standards for say on pay will 

hold sway at publicly held 
corporations. In principle, 
every stock owner will have 
a say on each top executive’s 
take-home pay.

Th e energy industry (read: 
Houston) will no doubt see 
a gusher of shareholder de-
mands for say on pay at an-
nual meetings next year.

Wildcat investors will exer-
cise their new say-on-pay op-
tions by drilling into executive 
compensation packages at 
public oil and gas companies. 
Proposals will call for capping 
salaries and fracturing bonus-
es in C-level boardrooms.

It’s hard to say how say on 
pay will aff ect fi nancial performance.

Supporters believe say on pay will increase 
shareholder value by keeping management 
payrolls low.

Detractors think implementing say on pay at 
the top level will have little impact on the bot-
tom line.

I don’t own a single share of stock, so public 
companies can rest easy. I can’t vote yay or nay 
for a say on pay.

On the other hand, there’s no reason why say 
on pay should be confi ned to stock exchanges. 
I would like more say on pay in the professional 
sports arena. After all, some of my tax invest-

ment revenue funded construction of stadiums 
for three currently underperforming teams.

Take the Houston Texans, please. Our Na-
tional Football League franchise, stocked with 
high-priced pigskin jocks, is near the fi nal gun 
for yet another mediocre season. I fi gure this 
dilutes my tax contribution to Reliant Stadi-
um.

Downtown, the Houston Rockets are off  to a 
rousing start in the loss column. Five studs in 
shorts with long-term contracts for big wages 
keep fi nding ways to snatch defeat from the 
jaws of victory. At this rate, I calculate the lack-
luster season will reduce my return on tax in-
vestment in Toyota Center to a dribble.

Now throw in the Houston Astros. Based on 
the results of last season, the expensive boys of 
summer didn’t do much for Minute Maid Park 
in my athletic real estate tax investment port-
folio.

Here’s where say on pay really should be 
coming into play.

Let’s compare executive apples and athlete 
oranges.

A public company shareholder now has the 
power to chip in his two cents with a say on pay 
for the top brass.

Meanwhile, a public sports stadium investor 
has no say on pay for stars with huge salaries.

By rights, I deserve some say on pay in pro-
tecting my subsidized real estate assets. I 
should have a say on pay whenever a team pro-
poses to:

• Shell out millions for a fi rst-round draft 
choice who can’t meet quarterly expectations 

of football analysts.
• Fork over millions for a free-agent outfi eld-

er who doesn’t fi t into the long-term strategic 
baseball game plan.

• Pony up millions for a giant import who 
posts a net loss despite projections for an an-
nual rebound.

Maybe this just seems like sour grapes from 
another disgruntled Houston sports fan in a 
year when agonies of defeat have run rampant 
while thrills of victory have been few and far 
between.

It’s nice to see shareholders fi nally have a say 
on pay that lets them control the cash fl ow to 
CEOs on the payroll.

I wish the same due diligence was available 
to give me a say on pay in the fi le of sports.

Maybe I should count my blessings and be 
glad my tax investments aren’t being used to 
fund sports stadiums for public companies.    ■

BILL SCHADEWALD is former editor of the Houston Business 
Journal and a Houston-based freelance writer.

Make ‘say on pay’ a sporting proposition
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